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Decision/action requested

This document provides an update of solution #6.
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Rationale

Two Editor’s Notes were included in the previous meeting into Solution #6: 
Editor’s Note: It is FFS whether the solution works out of coverage.

For the provisioning of the group key, the UE needs to be able to send and receive NAS messages, but it is the same as when retrieving the V2X policy from the PCF. Once provisioned but moving out of coverage, those UEs can still continue to communicate with the same key until they enter mobile network coverage again, i.e. the corresponding UEs can update their group key in case it changed in the meantime. 
Editor’s Note: It is FFS how this fits with the SA2 decision on group management.
SA2 so far have agreed that a V2X Group for groupcast communications may be pre-configured by the operator (in such case the PCF provides a destination layer 2 ID for this group) or may be managed by the Application Layer (in such a case the V2X application provides a Group ID that the V2X layer in the UE converts into a Destination Layer-2 ID). Details are provided in section 5.6.1.3 of 3GPP TS 23.287 v1.1.0 [4].
In both cases the UE would have knowledge of the group id or the destination layer 2 ID for groupcast communication and can request for a group key from the V2X Key Management Server via the control plane. Thus this solution does not have any impact on group management operations.
It is also important to note that SA2 decision on group management may be revisited in their next meeting due to the RAN1 LS [2] which would require changes in the way group discovery takes place. Also company contributions in SA2 already suggest to support group discovery on the control plane, e.g. see [3].

Here in this solution the group key management is performed in the V2X Key Management Server, which could be the V2X AS. The provisioning is done in the same way as the V2X policy configuration is provisioned via the PCF, utilizing NAS security. There is no requirement that the security mechanism for provisioning of the keys on the PC5 layer has to be performed on application layer, the V2X policy is also not provisioned on application layer. 
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Detailed proposal

Start of Changes

6.6
Solution #6: V2X Group Key Provisioning
6.6.1
Introduction

This solution addresses Key Issue #5 by secure provisioning of the group key for multicast via NAS signalling. The normal procedures for UDM – 3rd party AS exposure are reused via NEF for the interaction between UDM and V2X Key Management Server. 
For the provisioning of the group key, the UE needs to be able to send and receive NAS messages, but it is the same as when retrieving the V2X policy from the PCF. Once provisioned but moving out of coverage, those UEs can still continue to communicate with the same key until they enter mobile network coverage again, i.e. the corresponding UEs can update their group key in case it changed in the meantime.
6.6.2
Solution details

The V2X Key Management Server (KMF) may be co-located with the V2X AS and is responsbile for the group key management. 
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Figure 6.6.2-1: Group Key Provisioning via NAS Transport
1. 
The UE may send a UE Policy Provisioning Request to the PCF to retrieve keys for one or more V2X Group IDs within a NAS uplink NAS transport message. The UE includes in the NAS message a V2X Security Container that contains the UEs security capabilities and one or more Group IDs (identified by destination layer-2 ID) that the UE is interested to retrieve updated keys.
2. 
The AMF transparently forwards the message to the PCF within an Npcf_UEPolicyControl_Update service message.

3.
The PCF extracts the information from the V2X Security Container and retrieves the V2X Security Context(s) (V2X Group Key (VGK), VGK ID, encryption algorithm identifier and expiry time) from the V2X Key Management Function. The PCF then provides the retrieved V2X Security Context(s) to the UE by updating the V2X configuration information. The PCF may use the exposure service via NEF.

4.
The PCF sends a UE Configuration Update message for transparent policy delivery (as defined in  clause 4.2.4.3 of 3GPP TS 23.502) to the UE via AMF in a Namf_N1N2Communication message. The UE Configuration Update message includes an additional container that includes the V2X Security Context(s) for the group ID(s) according to the UE's request. 
5.
The AMF forwards the UE Configuration Update message to the UE.


6.6.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

TBD

End of Changes

