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1
Decision/action requested

Agree on conclusion for CAG privacy.
2
References

 TR 33.819
3
Rationale

Key issue 5.6.2 describes the potential threat against privacy because the UE sends the selected matching CAG ID in plain text over the air in its Registration Request message in reflection to 23.502 4.2.2.2 step 1: "The AN parameters shall include a CAG Identifier if the UE is accessing the NG-RAN using a CAG cell (see TS 23.501 [2] clause 5.30.3).". 
CAG ID is used at the base station for ensuring that the radio resources reserved for the Closed Access Group (CAG) members are provided to the UE. During the authentication of the UE, the included CAG ID is verified and if the CAG ID included by the UE doesn’t match the subscription data, the UE doesn’t get the CAG previleges. While S-NSSAI represents a network slice, the CAG ID is purely a grouping at the radio level. As pointed out in the key issue, an adversary may be able to eavesdrop on the UE Registration Procedure and learn about the CAG ID, when transmitted in the clear. But the concept of Closed Access Group has been around in the wireless/wifi industry for many years and it is not considered as privacy sensitive. A direct mapping of the CAG ID to the UE subscription is not possible in 5G because of the SUCI. 
The CAG ID included in the RRC Connection Request message is used to ensure that the UE gets the treatment at the base station reserved for the CAG, while the CAG ID included in the NAS message is used to verify whether the CAG ID claimed by the UE is correct according to the subscription data. Irrespective of the initial value included by the UE in the RRC procedure, the UE gets priority and services only if the CAG ID gets authenticated. Thus, in the following only the RAN part is further elaborated. The question to answer is, what can the adversary gain from the knowledge of CAG ID. The adversary can connect the interest of "a" UE identified by C_RNTI and SUCI in a certain CAG when using the RRCSetupRequest message sent from UE to gNB. 
Since it is supposed to be difficult for the adversary to connect SUCI with a later assigned 5G-GUTI and C-RNTI only be valid for a short time, no personal identifiable information can be derived so far. Also, once security is established, the CAG ID can be protected in any further message exchange. Thus, the adversary knows during first registration request only that an anonymous user is interested in participating in a CAG, similarly to that an anonymous user is requesting access to a PLMN ID and network slice. 
Thus, it leaves the question on whether on RAN the CAG ID needs protection. Of course, it is important to consider all potential compromise of privacy. But it is always a trade-off between functionality supported in a system and degree of privacy achieved. In the case of CAG ID, also no regulator demand was raised so far in any technologies. It is not a personal identifiable information. If the operator of the network is very stringent, he may want to forbid sending the CAG ID in RAN, which is the simplest possible solution for the potential problem.
Due to the need to keep a balance between performance for optimized RAN procedures and base station resource selection and what can be achieved with new solution proposals for CAG privacy, it is proposed to only consider CAG ID privacy for normative work in NAS messages since it does not allow an evedropper to link a CAG ID to a specific SUPI-identified UE in RAN.

4
Detailed proposal

<< to the reader – clause 7 on Conclusions>>
***** Start of Change

7.X
Privacy of CAG ID 
For optimized RAN procedures and base station resource selection the CAG ID is sent in RRCSetupRequest message in the clear. CAG ID shall not be sent in the cleartext IEs of NAS signalling. To avoid the option of gaining knowledge about subscribers due to the potential reduction of the anonymity set in RAN by knowledge of CAG ID, it is operator decision to configure its subscribers to not send CAG ID in RAN. 
***** End of Change
