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1
Decision/action requested

This document proposes to add new solution for UP security policy handling for PC5 and Uu interface.
2
References

NA
3
Rational
This document proposes to add new solution for UP security policy handling for PC5 and Uu interface for key issue #10: UP security policy handling for PC5 and Uu interface.
4
Detailed proposal

***
BEGIN CHANGES
***

6.X
Solution #X: UP security policy handling for PC5 and Uu interface
6.X.1
Introduction
This solution addresses key issue #10: UP security policy handling for PC5 and Uu interface, and proposes two new security mechanisms to assure that the data protection will not be reduced while switching from PC5 to Uu, vice versa.
6.X.2
Solution details

6.X.2.1 General

The following solution proposes two security mechanisms, 1) UP security activation while switching from PC5 to Uu, 2) UP security activation while switching from Uu to PC5.

6.X.2.2 UP security activation while switching from PC5 to Uu

The UP security activation while switching from PC5 to Uu is described in Figure 6.X.2.2-1.
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Figure 6.X.2.2-1 UP security activation while switching from PC5 to Uu

In this procedure the communicated UEs via PC5 already stores the PC5 data protection status between them, which is negotiated during the PC5 connection establishment. The details solution is as follows.

0. Both UE1 and UE2 store the PC5 data protection status, which indicates the current confidentiality protection status (activated, or not) and integrity protection status (activated or not) for PC5 interface.

1. UE1 determines to switch from PC5 to Uu.

NOTE: the determination may be based on the notification from the APP server, or measure report of PC5 interface.

2. UE1 sends the PDU session establishment request message to the SMF, including the PC5 data protection status.

3. SMF determines the UP security policy based on the mechanism according to clause 6.6.1 of TS 33.501 [8].

4. SMF forwards the UP security policy and PC5 data protection status to the NG-RAN.

5. NG-RAN shall activate UP confidentiality and/or UP integrity protection for the PDU session, according to the received UP security policy and PC5 data protection status. The UP confidentiality and/or UP integrity protection shall be activated as indicated by the PC5 data protection status. Otherwise, the NG-RAN could activate/deactivate UP confidentiality and/or UP integrity protection policy according to clause 6.6.1 of TS 33.501 [8].

6. The following UP security activation procedure is the same as the one used in clause 6.6.2 of TS 33.501 [8].

6.X.2.3 UP security activation while switching from Uu to PC5

The UP security activation while switching from Uu to PC5 is described in Figure 6.X.2.3-1.
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Figure 6.X.2.3-1 UP security activation while switching from Uu to PC5
In this procedure the communicated UEs via Uu already stores the Uu UP security protection status between them, which is negotiated during the PDU session establishment. The details solution is as follows.

0. Both UE1 and UE2 store the Uu UP security protection status, which indicates the confidentiality protection status (activated, or not) and integrity protection status (activated or not) for Uu interface.

1. UE1 determines to switch from Uu to PC5.

NOTE: the determination may be based on the notification from the APP server, or measure report of Uu interface.

2. UE1 sends the Uu UP security protection status to the UE2 via direct communication request message.

3. UE2 determines the data protection mechanism for PC5 according to the Uu UP security protection status and local policy. The UP confidentiality and/or UP integrity protection for PC5 shall be activated as indicated by the Uu UP data protection status. Otherwise, the UE2 could activate/deactivate the UP confidentiality and/or UP integrity protection based on its local policy.

4. UE2 sends Direct security mode command to the UE1, including the data integrity indication, ciphering indication, and Uu UP security protection status. The Direct security mode command message shall be integrity protected.

5.  The UE1 firstly verifies Direct security mode command message. If the verification successes, the UE1 shall protect the following PC5 UP data as indicated by the integrity indication and ciphering indication. Then UE1 sends the Direct security mode command to the UE2.

6. UE2 sends the Direct communication response to the UE1.

6.X.3
Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
***
END OF CHANGES
***
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