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1
Decision/action requested

Approve the following changes to Section 5.22 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 21.  This document adds some.
4
Detailed proposal

5.22
Key Issue 21: VM and Hypervisor Breakout

5.22.1
Key issue detail

As a specific extension to Key Issue 4 Common Software Environment, the VM software and hypervisor present a uniquely high risk to network security in the event that they have vulnerabilities. While hypervisor vulnerabilities are rare (especially zero-day vulnerabilities), the impact of one occurring could be devastating to network security. 

In a legacy PNF scenario, while common management interfaces link PNFs together, if an attacker breaches a PNF they must breach each subsequent PNF. So, for example to attack the AUC, an external attacker would typically have to breach 2 or 3 3GPP PNFs and a set of hardware firewalls.

By comparison in a fully virtualised network with a common hypervisor, hosts and resources, if an attacker is able to execute a hypervisor breakout from the first VNF they attack, additional security needs to be applied to prevent them from tunnelling through the virtualisation layer from the attacked VNF to any other VNF.

Similarly, a VM breakout although less catastrophic would compromise all other VMs within a host or limited set of hosts. A VM breakout is considered more likely than a hypervisor breakout.

5.22.2
Security threats

An attacker may break out of a VNF and gain code execution at the virtualisation layer or elsewhere in the NFVI, as described in Section 4.4.1.
5.22.3
Potential security requirements
The NFVI should be patched regularly.  When a vulnerability is identified a patch should be deployed as soon as one is available, and within the limits in Table 5.22-1. 

Table 5.22-1: Time limits for patching vulnerabilities
	
	Critical Vulnerability
	High Vulnerability
	Other

	Exposed Interface
	14 days (unless actively being exploited)
	30 days (unless actively being exploited)
	90 days

	Internal Interface
	30 days
	90 days
	As part of normal patching cycle


