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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.824.
2
References
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3
Rationale





Topology discovery and adaptation for IAB contributes to providing service coverage and ensure service continuity.  This key issue addresses the security aspects for topology discovery.  
4
Detailed proposal

*************** Start of Change ****************
5.1.X
Key Issue #4.X: Topology discovery security for IAB
5.1.X.1
Key issue details
When an IAB-node accesses to the current IAB-topology, the IAB-donor need to learn the parent of the new IAB-node and discover the topology. There are two potential options as specified in TR 38.874 [2].
Option 1: The DU includes into an F1-AP message an identifier of the collocated MT. This may, for instance, be a TNL or RNL identifier. The identifier may have been assigned by the CU-CP to the MT before.

Option 2: The MT includes into an RRC message an identifier for the collocated DU. This identifier may have been assigned by the CU-CP to the DU before.

The integration of an IAB-node to the topology may trigger the topology adaptation. The IAB-topology can be changed to provide coverage and ensure service continuity. Based on the information such as backhaul link quality, link- and node-load, neighbour-node signal strength, the new topology is determined. 
5.4.X.2
Security Threat

In case the identifier of collocated MT or DU for topology discovery lack confidentiality, integrity and replay protection, it will be possible for an attacker to eavesdrop, modify, and replay packets, which may lead to IAB-donor’s discovering false topology information. The incorrect topology information may influence backhaul link quality even lead to link failure.
5.4.X.3
Potential security requirements
TBA
*************** End of Change ****************
