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Decision/action requested

This document proposes a new solution to TR 33.835. We kindly ask SA3 to approve this proposal.
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Rationale

The Network Exposure Function (NEF) is used in 5G for external exposure of capabilities of PLMN network functions. It does so by exposing northbound interface(s) for 3rd party applications, which then use these APIs to obtain specific services from the PLMN. The AKMA service provides authentication and session keys for 3rd parties as 3GPP NF capabilities (AUSF), thus NEF could be used to provide AKMA service exposure. 
Using NEF to expose AKMA service capabilities of the PLMN has the following advantages:

a) The interface between NEF and application functions has been well defined based on Restful APIs. This interface can be enhanced to provide AKMA service.

b) The security mechanism protecting this interface has been speficied in TS 33.501[2]. Therefore, making use of such existing function and interface helps managing and securing AKMA service exposure.
The proposal proposes Implicit bootstrapping which allows the network and the UE to generate AKMA specific key as part of the primary authentication run. There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication for AKMA purposes.
4
Detailed proposal

*************** Start of Change ****************
6.A Solution <A>: Implicit bootstrapping using NEF as the AKMA Anchor Function
6.A.1
Introduction
This solution addresses Key Issues #1, #2, #3, #4, #5. 

6.A.2
Solution details
6.A.2.1
Architecture
This solution introduces NEF as the AKMA Anchor Function (AKAF). The NEF is the anchor that provides key management services to 3rd party AKMA Application functions (AApF).
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Figure 6.A.2.1-1 NEF as the AKMA Anchor Function

The NEF provides Northbound API(s) for 3rd party applications that intend to use PLMN’s AKMA service to setup application layer security between the application and the UE. These APIs are used by an AApF to obtain AF-specific keying material to be used between the UE and the AApF.

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication for AKMA purposes. The AKMA anchor key, KAKMA, is derived by the AUSF and the UE as part of the 5G primary authentication run.
AApF (AKMA Application Function) interacts with NEF for AKMA application specific keys. The NEF obtains the AKMA anchor key KAKMA from the AUSF.
6.A.2.2
Procedures
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Figure 6.A.2.2-1 Implicit bootstrapping of AApF using NEF as the AKMA Anchor Function

1. At the end of the primary authentication run, the UE and the AUSF generate the AKMA Anchor Key (KAKMA) and the associated Key Identifier from KAUSF. 

2.  The UE starts communication with the AApF with a session establishment request. 
The UE derives AApF specific key from KAKMA before it begins communicating with the application function. It includes AKMA Key Identifier, AApF Identifier. in the request.
NOTE: AApF Id may be its public hostname that the UE has used to access AApF.
Editor’s Note: Whether additional information regarding the AF is required for deriving AF specific key is FFS.
3-4. The AApF checks if it has the necessary pre-shared key for the requesting UE. If not, it’ll invoke the Key Request API to obtain AApF specific key from the NEF. 
The AApF includes the key identifier, and its own Id in the API Request. 


5-6. The NEF generates AApF specific key from KAKMA and responds back to AApF with the AApF key and its lifetime.
Editor’s Note: Derivation of KAKMA and associated Key Identifier, and AApF specific key are FFS

Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. This implies that the AKMA key lifetime(s) are higher than than the time interval between primary authentication runs.
6.A.3
Evaluation
This solution addresses key issues #1, #2, #3, #4, #5.
The solution reuses NEF, which is the standard mechanism to expose network services in 5G, as the anchor for providing PLMN anchored key management service to 3rd party applications. One of the advantages of this solution is the using of existing network function, as well as the interface between NEF and application functions, which avoids introducing a new 5GC NF, and helps operators to manage and secure AKMA service exposure. However, this means NEF has to handle key derivation , thus new functionalities of NEF have to be defined. 
The solution reuses KAUSF, generated from primary authentication of the UE, to derive AKMA specific keys. There is no separate authentication of the UE for AKMA key management services. 
There is another benefit of this solution. During AKMA procedures, UE only need to interact with AKMA Application Function in order to use AKMA service, without the necessity to interact with any of network functions in 5GC. Thus, this solution is applicable to all kinds of IoT devices whatever application protocols (HTTP, MQTT, CoAP, etc.) they are using.
*************** End of Change ****************
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