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1	Decision/action requested
It is requested to approve the evaluation for EDT Small Data transfer solution 18. 
2	References
[1]	S3-191259, Solution for integrity protection of UL EDT data
3	Rationale
In SA3 #95, Intel presented a detailed discussion paper [1]on why the existing solution #4 does not work with the ordering of PDCP PDU. pCR adds evaluation from the discussion paper
4	Detailed proposal
********************* Start of Changes**********************
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[bookmark: _Toc8414054][bookmark: _Toc8813113][bookmark: _Toc8813279][bookmark: _Toc8813447]6.18.1	Introduction
This solution addresses key issue #2: Integrity protection of small data, key issue #3: Encryption of small data and key issue #8: Key and mac size for protection of small data in this TR. 
This security solution address solution 19: 5GS UP Optimization for Infrequent Small Data Transmission in SA2 TR 23.724 [2]. This solution is to optimize small data transmission for the UEs from CM-IDLE mode. It enables transfer of user plane data without need for the Service Request procedure. According to solution 19 in SA2 TR 23.724 [2], it is proposed to keep AS context in the NG-RAN including information the UPF connection and relevant QoS flow(s) to be used for the connection, even when UE moves into CM-IDLE. When UE resumes the connection, the NG-RAN uses the information to activate DRB, AS security and User Plane connectivity over N3 for the small data packet delivery to the UPF.
In EPS/LTE Rel-15, early data transmission (EDT) feature was added to the RRC Connection Resume/Suspend procedures in eNB as specified in TS 33.401 [7]. Uplink user plane data is included as early data transmission with the RRC Connection Resume Request (msg 3). In the EPS/LTE Rel-15, RRC Connection Resume Request (msg 3) only supports encryption of uplink user plane data (EDT). As described in T S 33.401 [7], the UE and the target eNB uses the newly derived KUPenc for ciphering/deciphering of the UL EDT data in PDCP layer in the RRC Connection Resume Request message, and user DL data (if included) in PDCP layer in the RRC Connection Suspend or RRC Connection Resume message.
This solution proposes to re-use the security solution for RRC Suspend and Resume procedures with EDT as defined in EPS/LTE Rel-15 in clause 7.2.11.3 in TS 33.401 [7] for E-UTRA connected to 5GC, with the following enhancements: 
· the ShortResumeEDTMAC-I is extended from 16 bits to 32 bits.
· . calculate the ShortResumeEDTMAC-I over the input parameters as source C-RNTI, source PCI, resume constant, target Cell-ID as described in clause 7.2.11.3 in TS 33.401 [7] and using the UL EDT data. 
Editor’s Note: Due to changes in 33.401[7], the references in this solution need to be checked.
[bookmark: _Toc8414055][bookmark: _Toc8813114][bookmark: _Toc8813280][bookmark: _Toc8813448]6.18.2	Solution details
[bookmark: _Toc8414056][bookmark: _Toc8813115][bookmark: _Toc8813281][bookmark: _Toc8813449]6.18.2.1	UL data transmission from CM-IDLE with Early Data Transmission
The following figure shows a single MO small data delivered from the UE using Early Data Transmission. 
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Figure 6.18.2.2-1: Single MO data Transmission using 5GS UP Optimization and Early Data Transmission (EDT)
Figure 6.18.2.2-1 shows the following steps:
1a.	The UE sends RRC Connection Resume Request with the UL small data included as UL EDT (Early Data Transmission) with the RRC Connection Resume Request (msg 3) on SRB0 and hence it is not integrity protected. The UE includes information to be used for context identification and re-establishment in the RRC Connection Resume Request message: The Resume ID and a ShortResumeEDTMAC-I. 
For protection of the UL EDT in the RRC Connection Resume Request message the description in clause TS 33.401 [7] for protection of EDT is re-used with the following enhancements:
· the ShortResumeEDTMAC-I is extended from 16 bits to 32 bits. The ShortResumeEDTMAC-I shall be the 32 least significant bits of the output of the used integrity algorithm.
· the ShortResumeEDTMAC-I is calculated over the input parameters as source C-RNTI, source PCI, resume constant, target Cell-ID, and the UL EDT data as described in clause 7.2.11.3 in TS 33.401 [7] using the stored KRRCint used with the source eNB where the UE was suspended, for both calculation and verification. 
· 1b.	The RAN immediately suspends the RRC connection (to minimize UE power consumption) as described in TS 23.724 [2]. 
2.	The RAN forwards the UL data received from the UE to the UPF as described in TS 23.724 [2].
3.	UE and RAN remain suspended as described in TS 23.724 [2].
[bookmark: _Toc8414057][bookmark: _Toc8813116][bookmark: _Toc8813282][bookmark: _Toc8813450]6.18.2.2	Connection Suspend procedure using the Early Data Transmission (EDT) feature
This procedure is used by the RAN to suspend the connection if 5GS UP Optimization is supported as described in solution 19 in TS 23.724 [2].
It is expected that the security solution defined in clause 7.2.11 in TS 33.401 [7] for EDT is re-used for this scenario.
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Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
In LTE including eLTE (LTE UE using NR PDCP), integrity protection of user plane data is not supported. Therefore, any solution requires a change in UE behavior and would not be compatible with legacy eNBs. Today RRC first calculates the shortResumeMAC-I before PDCP is restored and includes it in RRCConnectionResumeRequest message. In this solution, RRC would need to delay the shortResumeMAC-I calculation until PDCP is restored, new AS keys are derived and integrity protection and ciphering in the PDCP layer is resumed. It is because the HASH code needed in the calculation of shortResumeMAC-I is calculated from the PDCP PDU, which is already processed by PDCP (i.e., ciphered).
Integrity protection of EDT UL data is a non-backward compatible change. This also requires a change in the RRC/PDCP/MAC layer modeling. After PDCP PDUs have been processed, the PDCP needs to calculate the HASH code and inform RRC. The RRC can now calculate the new shortResumeMAC-I and include it in the RRC message and forward it to lower layer for transmission, however if EDT is canceled and UE fallbacks to legacy resume procedure if the UE receives legacy UL grant in RAR. In this case, UE cannot send the EDT data and needs to update the Msg3 PDU to send only the RRC message.
However, updating the Msg3 PDU requires updating the RRC message itself because the new shortResumeMAC-I needs to be replaced with the legacy shortResumeMAC-I (calculated with legacy input parameters). Due to timing requirement after receiving the RAR, UE may not have sufficient time to reconstruct a new RRC message.
In this solution, in case of EDT fallback due to legacy UL grant in RAR, the new shortResumeMAC-I needs to be replaced with legacy shortResumeMAC-I and UE may not have sufficient time to calculate the legacy shortResumeMAC-I and construct the new RRCConnectionResumeRequest message.
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