3GPP TSG-SA WG3 Meeting #95-BIS 
S3-191933
Sapporo (Japan), 24-28 June 2019
revision S3-19abcd
Source:
Huawei, HiSilicon
Title:
Amendment to Solution 6
Document for:
Approval

Agenda Item:
8.11 FS_eNS_SEC
1
Decision/action requested

Aprove pCR with pCR amendment to solution 6. 
2
References

3
Rationale

The following pCR changes are proposed: 1) amendment to solution 2) removing EN 3) adding evaluation
4
Detailed proposal

pCR 
***
BEGINNING of CHANGES
***
7.6
Solution #6 Slice Authentication with user ID privacy but network aware

7.6.1
Introduction

This solution addresses the Key Issue #4: “Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization”. 

This solution is to provide privacy protection to the user identify used during slice authentication. In the meantime, the network should be aware of the user in order to support multiple users using one device to access DN services. The use cases have been described in 3GPP TR22.904, which motivates the current study. 

7.6.2
Solution details



The following figure shows the procedure for the UE to register to the network where slice authentication is required. The User ID concealment is provided by the EAP method itself. In order for the network to be aware of the user, AMF will store the user’s ID. The steps of the procedure are as follows: 
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Steps 1-3: AMF starts EAP based slice authentication procedure after Primary Authentication 

Step 4: AMF, as Authenticator, sends ID Request to UE. 

Step 5: UE responses with ID requested. The ID will be concealed depending on the EAP method used. For example, EAP ID is encrypted using public key of AAA server. 
Step 6: AMF stores the concealed user ID.  

Step 7: AMF sends slice authentication request to AAA server and the message may be routed by AAA proxy. 

Step 8: EAP based Slice authentication continues with message exchange between AAA and UE via AMF. 

Step 9: AAA informs AMF Slice authentication successful.  

Step 10: AMF continues with other steps of slice authentication.  

Note: It should be possible to protect user ID within 3GPP network (from UE to the gateway to AAA server, e.g. AAA agent) to meet privacy requirement in some regulatory domains. An end-to-end concealing user ID, between UE and AAA server, is desired and 3GPP network should not rule out such requirement.  

7.6.3
Evaluation

This solution address key issue #4 and is based largely on the privacy protection provided by EAP method. It provides user ID end-to-end confidentiality protection between UE and AAA server. It meets the requirement of the key issue. 
***
End of CHANGES
***
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