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1	Decision/action requested
This contribution proposes an evaluation text for solution #14: Shared key based MIB/SIB protection
2	References
[1]	 TR 33.809
3	Rationale
This paper proposes an evaluation text for the solution #14.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].

***** START OF FIRST CHANGES *****
[bookmark: _Toc8588152][bookmark: _Toc8588010][bookmark: _Toc8390271]6.14.3 	Evaluation
TBD
This solution fulfils the potential security requirement of the KI #2 when the UE is in the RRC-Connected state.
This solution does not filful the potential security requirement of the KI #2 when the UE is in the RRC-Idle or the RRC-Inactive state.
This solution does not require any additional key provisioning and setup procedure. This solution only requires transporting the hashes of MIB/SIBs or MIB/SIBs using secure RRC signalling.
Since the MIB/SIBs mostly contain the radio configuration information that is used for the UE to make a connection to the network and stay in the connected state, enabling to detect the modification of MIB/SIBs during the connection establishment would significantly reduce the impact of SI modification by false base station. 
This solution does not prevent the UE from camping on a false base station, but it should be noted that protecting the MIB/SIB message itself cannot prevent the UE from camping on a false base station because a false base station can always replay the MIB/SIBs acquired by legitimate base stations.

***** END OF FIRST CHANGES *****
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