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Decision/action requested

Discuss solution analysis in order to get progress on AKMA study item
2
References

N/A
3
Introduction
This document intends to provide an analysis of a set of solutions for AKMA with similar approach and targeting a similar set of key issues. In particular this document analyses the Solutions #1, #2, #3, #4, #13, #15, #16, #17, #19 from TS 33.835 v0.4.0, which are solutions for KI#1, KI#2, KI#3, KI#4, and/or KI#5. The remaining solutions address other key issues or take a somewhat different approach.
By analysing the mentioned set of solutions, the common aspects and the differences of these solutions can be identified. The common aspects may become part of the AKMA framework (every solution should address these aspects). The differences between these solutions may point at evaluation criteria (having/not having a certain features is essential or not) or they may become solutions options (the features may become optional parts of the proposed normative solutions).
4
Detailed description
4.1 Common aspects of solutions

A. Anchor function: called AKMA Authentication Function (AAuF), or similar. Note that several solutions suggest to integrate AAuF with AUSF and hence not see AAuF as separate NF, but these still assume new/separate AAuF functionality.
B. Application function: called AKMA Application Function (AApF), or similar.
C. Key: KAKMA or similar (e.g. KAnchor Function), needed in AAuF, and UE. Note that Solution #19 proposes to reuse KAUSF, but still uses KAKMA derived from KAUSF to derive further AKMA keyes (such as KAF).
D. Key: KAF, needed in AApF, and UE.

The corresponding high level architecture, that is in common for all solutions, is as follows.
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4.2
Differences between solutions

4.2.1
AKMA authentication separate/integrated with primary authentication

Some solutions (e.g. Solution #17) propose the AKMA authentication and key agreement to be integrated in the primary authentication and key agreement

Other solutions propose the AKMA authentication and key agreement to be separate from the primary authentication and key agreement.

Some solutions (e.g. Solution #15, Solution #19) propose to not have any AKMA authentication and key agreement (but use the already generated keys).
4.2.2
Level of reuse of 3GPP authentication and key agreement

There is quite some variation it the amount of reuse by AKMA of 3GPP authentication. Examples of the variation are:

· The AAuF reuses the (SBA) services provided by the AUSF.

· The AAuF reuses the (SBA) services provided by the UDM/ARPF.

· AKMA reuses EAP-AKA' only.

· AKMA reuses both EAP-AKA' and 5G AKA.
4.2.7 Derivation of KAKMA

There is considerable variation in the solution with respect to the derivation of the KAKMA. There is variation in the root key(s) that are used:
· KAKMA is derived from KAUSF.
-
KAKMA is derived from KSEAF. Note that Solution #16 indicates that this option is not preferred.
-
KAKMA is derived from CK, IK and/or CK', IK'. Note that Solution #15 indicates that this option is not preferred.
There is also variation in the reuse of key derivation methods (use KDF, or other derivation techniques, with or without counters, FC values, etc.).

4.2.3
Key refresh, key identification, key lifetime, key revocation

There is some attention in solutions to key lifetimes (and what to do if a key lifetime has expired). Other solutions have focussed on explicit key revocation.
Key refresh and key revocation is mainly/only focussed on KAF. It does not apply to KAKMA.

Solutions that propose to reuse existing keys need key identifiers to identify which keys to (re)use.
4.2.8
Multiplicity and key separation

There may be different views on the multiplicity of AApF and perhaps AAuF. This may impact the way keys need to be calculated and the way that keys may need separation. For instance, if there are multiple AApF per UE then the KAF may need to be depending on the AApF identity.
4.2.4
Use of 3rd party keys

Some solutions propose the use of 3rd party keys in combination with KAF in UE and AApF. Other solutions are satisfied to use the KAF as the resulting keys for communicating between UE and AApF.
4.2.5
Protocol options
Solutions differ in some protocol aspects such as:

· Is there a need to communicate about the need for AKMA authentication before starting the AKMA authentication?

· Does the AApF request the KAF from AAuF, or does the AAuF send the KAF to AApF?
5GC
UE
AAuF
AUSF
UDM/ARPF
SEAF
AApF



