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1
Decision/action requested

Approve the proposed solution in TR 33.813
2
References

[1] 
3GPP TS 38.300: "NR and NG-RAN Overall Description".
3
Rationale

This contribution proposes a solution to address Key Issue #6: Confidentiality protection of NSSAI and home control.
4
Detailed proposal

*********************************************** Start of Changes ************************

7.y
Solution #y: Protection of S-NSSAI transmitted in the AS layer
7.y.1
Introduction
This solution addresses Key Issue #6: Confidentiality protection of NSSAI and home control.

In this solution, the UE transmits requested S-NSSAIs as hash values in the AS layer during AS connection establishment. The requested S-NSSAIs hash values are computed using a random number from the cell broadcast information and the C-RNTI. The NG-RAN identifies the UE requested slices by matching the UE requested hashed S-NSSAIs with the hash values of the cleartext S-NSSAIs provided by the 5GC.

This solution aims to provide a method for protecting the S-NSSAIs while transmitted in the AS layer, including during initial Registration procedure, in a way that is backward compatible with Rel-15 UEs.  This solution also aims at limiting the changes strictly to the UE and NG-RAN (i.e., avoiding impacts to the 5GC and/or procedures between NG-RAN and 5GC).

7.y.2
Solution details
The solution shown in Figure 7.x.2-1 illustrates a UE performing an AS connection establishment while transmitting S-NSSAIs as hash values in the AS layer. 
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Figure 7.x.2-1 Hashed S-NSSAI transmission during AS connection establishment

0. The UE is provisioned with a Configured NSSAI 
1-2. The NG-RAN obtains the list of supported S-NSSAIs from the AMF as per TS 38.300 [1].  

3. The NG-RAN broadcasts (e.g., in SB1) a random number RAND_NSSAI for the purpose of S-NSSAI protection while transmitted in the AS layer

4. The UE computes the requested S-NSSAIs as hash values using its C-RNTI and RAND_NSSAI. The UE transmits the hash values (instead of cleartext S-NSSAIs) in the RRC message. 

Two UEs requesting the same S-NSSAI will be transmitting different hash values, given that a different C-RNTI is allocated for each UE. Besides, it is assumed that NG_RAN updates RAND_NSSAI periodically (e.g., upon receiving an AMF Configuration Update message with an updated list of S-NSSAIs). This way, even if the same C-RNTI is eventually re-allocated to a new UE, it will still transmit different S-NSSAIs hash values than the previous UE. 
5. The NG-RAN computes a hash using RAND_NSSAI and C-RNTI for each of the supported S-NSSAI received from the AMF. The NG-RAN selects the appropriate AMF based on the matching of hashed S-NSSAIs.

6. The NG-RAN routes the UE initial NAS message to the selected AMF.

7.y.3
Evaluation

TBD
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