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1
Decision/action requested

This contribution proposes a new key issue on the binding of a KSEAF to the network identity for standalone non-public networks
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Rationale

Standalone public networks will not be uniquely identified by their PLMN ID (see accepted solution#1 in [3]) and depending on the stage 3 work may not even have a complete PLMN ID as part of their network identity. This means that the binding of network identity to the key delivered to that network that is given in TS 33.501 [2] will not work. This contribution proposes a key issue to capture this change in behaviour.  
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Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF CHANGES *****

5.1.X
Key Issue #1.X: Calculating KSEAF for standalone non-public networks
5.1.X.1
Key issue details
Binding the key to the serving network identity is a requirement for 5G security [1]. For standalone non-public networks, the network identity used (see solution #1 in TR 23.734 [3]) is changed and may not even contain a complete PLMN ID. Hence the standard needs to clearly define the input parameters used to calculate KSEAF in both the network and UE. 
5.1.X.2
Security threats
5.1.X.3
Potential security requirements

***** END OF CHANGES *****

