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Decision/action requested

Approve the pCR as presented in section 4
2
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Rationale

In the SA2 study for WWC [1], a conclusion has been reached for the scenario of a 3GPP device connecting to the 5GC without supporting NAS on non-3GPP access. The solution is based on solution #7.3 in [1]. 

This document proposes a new solution for this scenario covering security aspects.

For the convenience of the reader, Figures 7.3.2-1 is copied below with a summary of the SA2 solution.
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Salient aspects of this solution are:

· Covers two types of devices: Non-3GPP devices, and UE’s that do not support NAS over WLAN
· TWIF terminates N1, N2 and N3. 
· TWIF implements the NAS protocol stack. NAS security is between TWIF and AMF. It doesn’t have a USIM
· Enables Non-3GPP devices without a SIM to obtain 5G services
· Link layer encryption between UE and TNAP – keys established dynamically
· In case of non-3GPP devices, they don’t have 3GPP credentials
4
Detailed proposal

********************Start of pCR***********************************

6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.X
Solution #X: Access to 5GC from UEs without supporting NAS via Trusted WLAN
6.X.1
Introduction

This solution addresses key issues 6 and d in [1]. 

In the following clauses, when the term UE is used, it can mean either a 3GPP UE that do not support 5G NAS signalling over WLAN or non-3GPP devices without any NAS capability at all.

 6.X.2
Solution details
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Figure 6.X.2-1: Authentication and Initial registration
1.
The UE associates with the trusted WLAN network and the EAP authentication procedure is initiated.
2.
The UE provides its Network Access Identity (NAI) The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information possibly associated with the SSID used by the UE and sends an AAA request to the selected TWIF.

In case of a UE with 5GC capabilities, the NAI has the format of <SUCI>@realm, where the realm indicates the home PLMN. If the UE has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to UE over 3GPP access. This enables the TWIF below to select the same AMF as the one serving the UE over 3GPP access.

In case of a non-3GPP device, the NAI has the format of <username>@realm. 

The NAI provided by the UE indicates that the UE wants "5G connectivity without NAS" towards a specific PLMN. For example, with NAI=<SUCI>@nai.5gc-nn.mnc123.mcc45.3gppnetwork.org, the UE indicates that it wants "5G connectivity without NAS" (5gc-nn) to the PLMN with MCC=45 and MNC=123.

3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message, which are the same for all UEs that do not support 5G NAS. The Registration type indicates "Initial Registration". 

4.
The TWIF selects an AMF (e.g. by using the 5G-GUTI in the NAI, if provided by the UE) and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.

5.
The AMF triggers an authentication procedure by sending a request to AUSF indicating the AN type.
6.
An EAP authentication takes place between the UE and AUSF. 
In case of a 3GPP UE, EAP-AKA’ is used. In case of non-3GPP device, EAP-TLS or EAP-TTLS is executed.
Steps 5 and 6 may be skipped if the UE is already registered to 5GC over 3GPP access and has sent the 5G-GUTI in step 2 above. 
7-9.
After a successful authentication, the AUSF generates a SEAF key, sends it to AMF along with the EAP-Success message. The AMF derives NAS keys and an AN key from the received SEAF key.
10.
A NAS security context is activated between the TWIF and AMF by sending a Security Mode Command to TWIF. 
Editor's note:
It is FFS how TWIF can generate the NAS signalling keys
11.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. 
12-13:
The TWIF derives a Pairwise Master Key (PMK) from the AN key and sends the PMK key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. 
14. The UE derives a Pairwise Master Key (PMK).
15.
The PMK is the key used to secure the WLAN air-interface communication according to IEEE 802.11i [36] (now incorporated into IEEE 802.11 [26]). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.

16-17: Finally, the AMF sends a Registration Accept message to TWIF. At this point, the UE is connected to the WLAN access network.
6.X.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

This solution addresses the requirements from key issues 6 and d to authenticate UE access to the 5GC network via the trusted WLAN
********************End of pCR***********************************
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