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2	Classification of the Work Item and linked work items
2.1	Primary classification
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2.3	Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
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3	Justification
In current release of 5G, backward security on RAN and CN is developed, that is the source gNB derives a KgNB* from currently used KgNB or unused NH, and the source AMF derives a new Kamf from the currently used Kamf. Applying backward security, a malicious interface monitor cannot know the keys used between the UE and the source base station/AMF, and a malicious application in the target base station cannot know the keys used between the UE and the source base station. Hence the communication in history is isolated from future.
The target AMF performing a primary authentication to create a new security context not related to the currently used CN keys can be treated as a kind of forward security mechanism on CN, but considering the efficiency of primary authentication, it still can be treated that CN is lack of forward security. In RAN, using NH can only be able to provide 2 hop forward security if the AMF always sends NH to the target gNB after Xn handover. Besides handover, there are other examples of lack of forward security, such as idle mobility, RRC_INACTIVE state mobility and RNAU procedure.
Without 1 hop forward security, the new AN/CN keys may still be eavesdropped, and malicious application on a gNB can know all the keys that next gNB will use. Hence the communication in future is not isolated from history. 5G network will be more open than ever, which will bring more security threats. Forward security mechanism needs to be enhanced to make the 5G network more secure.
4	Objective
The objectives of this study are as follows:
-	Study the possible solutions on how to enhance forward security for handover with less efficiency impact.
-	Study the possible solutions on how to enhance forward security for idle mobility.
-	Study the possible solutions on how to enhance forward security for RRC_INACTIVE state mobility.
-	Study the possible solutions on how to enhance forward security for RNAU procedure.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	Internal TR

	33.XXX
	Study on 5G forward security
	SA#85 (Sept. 2019)
	SA#86 (Dec. 2019)
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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8	Aspects that involve other WGs
None identified yet
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