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1
Decision/action requested

This contribution introduces a new key issue on integrity protection in TR 33.853.
2
References

[1]
S3-183718, "New SID on User Plane Integrity Protection", Vodafone

3
Rationale

This contribution introduces a new key issue on user plane integrity protection to the new SI in MR-DC scenarios.
4
Detailed proposal

**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[a]
S3-181429, "LTE and the upcoming 5G standard". 
[b]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[c]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1], TR 23.716 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], ], TR 23.716 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


DC
Dual Connectivity
EN-DC
E-UTRA-NR Dual Connectivity

MN
Master Node
MR-DC
Multi-RAT Dual Connectivity
NE-ED
NR-E-UTRA Dual Connectivity
NGEN-DC
NG-RAN E-UTRA-NR Dual Connectivity
UP IP
User Plane Integrity Protection

**** NEXT CHANGE ****

5.X
Key Issue #X: Absence of user plane integrity protection in LTE
5.X.1
Key issue details

Security vulnerability of LTE has been reported in which the absence of the User Plane Integrity Protection (UP IP) is exploited [a]. In LTE, UP IP is not mandated and thus not implemented in reality. In 5G system, mandatory implementation and optional usage of UP IP is specified. However, any deployment scenarios are left open to this vulnerability whenever it involves the legacy LTE eNB. This includes the scenarios such as: 1) standalone LTE (i.e. eNB connected to EPC), 2) eNB connected to 5GC, and 3) MR-DC involving eNB.
TS 33.401 [b] Annex E.3 specifies that UP IP is not used in SgNB in EN-DC scenario. In addition, TS 33.501 [c] subclause 6.10.4 specifies the handling of PDU session establishment within the context of MR-DC. Specifically, the MN (eNB in NGEN-DC scenario and gNB in NE-DC scenario, respectively) either rejects the PDU session establishment request or disables the UP IP even if it is requested, if the UE security policy indicates the use of UP IP (UP IP "required" or "preferred") and the eNB is involved.  
This effectively means that the existing MR-DC solution in TS 33.401 [b] and TS 33.501 [c] either "disables" the use of UP IP, or reject the PDU session establishment altogether because of the eNB involvement in MR-DC scenarios, and the eNB does not support UP IP. In other words, the existing MR-DC solution not only continue to let the LTE not supporting the UP IP, it makes UP IP in 5G system being disabled and thus negatively affects the 5G system. In other words, the existing MR-DC solution makes the overall 3GPP system collectively even more vulnerabile.
5.X.2
Security threats

Not having UP IP in LTE exposes the UP DRB to possible alteration of the payload content without being able to detect it in the system.  In addition, the exiting MR-DC solution makes the 5G system unnecessarily vulnerable to potential attacks by not allowing it to use UP IP protection.
5.X.3
Potential Security requirements
It shall be possible to enable UP IP in MR-DC scenarios.
**** End of Changes ****

