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1	Decision/action requested
Approve the pCR to the 33.813 Enhanced Net Slice TR
2	References
[1]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
3	Rationale
[bookmark: OLE_LINK2]This contribution proposes to remove the following EN in 6.6.3., 
[bookmark: OLE_LINK18]“Editor's note: this can be solved by configuration and doesn't require additional security mechanism.”
Existing configuration and security mechanism are listed as follows:
1) As described in 3GPP TS 23.501 [1], in the context of Network Slicing, based on network implementation, multiple NRFs can be deployed at different levels:
-	PLMN level (the NRF is configured with information for the whole PLMN),
-	shared-slice level (the NRF is configured with information belonging to a set of Network Slices),
-	slice-specific level (the NRF is configured with information belonging to an S-NSSAI).
2) As described in 3GPP TS 33.501 [2], there are two types of access token:
[bookmark: OLE_LINK7]-	NF Type (the audience shall include the NF type of the NF Service producer),
-	NF Instance Id(s) (the audience shall include the NF Instance Id(s) of NF Service producer),
[bookmark: OLE_LINK8][bookmark: OLE_LINK9]First, NRF supports not only the security features but also other functionalities, e.g., service discovery and profile maintenance. As a result, the network implementation may take all the above features into consideration to decide the deployment of NRF, e.g., the NRF may be deployed at PLMN level considering the service discovery and efficiency for the whole network. 
Second, the access token with NF Instance Id(s) of NF Service producer included in claim is be employed to mitigate the security threats proposed in 6.6.2, however, the service specific token is designed in finer granularity than that of the slice specific scenario and it will be inefficient to include all the service Instance Ids of a specific slice in an access token.
On the other hand, if the NRF is deployed at PLMN level or shared-slice level, and the audience in claim is the NF type, the access token can be used to access to all the NF producers of this NF Type in different network slices. This is the problem that shall be avoided from the security point of view.
To summerize, the existing configuration and security mechanism cannot efficiently implement the authorization for a specific Network Slice, more proper security mechanism is required to achieve that.  
4	Detailed proposal
****************************** Start of pCR to e-Net Slice TR 33.813 **********************************
6.6 Key issue #5: Access token handling between Network Slices 
6.6.1	Key issue detail
As described in 3GPP TS 23.501 [3], an NRF which takes the role of OAuth 2.0 Authorization server can be deployed at different levels:
-	PLMN level (the NRF is configured with information for the whole PLMN),
-	shared-slice level (the NRF is configured with information belonging to a set of Network Slices),
-	slice-specific level (the NRF is configured with information belonging to an S-NSSAI).
Hence, an NRF deployed at the PLMN level or the shared-slice level can manage the access of NF service producers belong to different Network Slices. 
[bookmark: OLE_LINK40]Furthermore, according to 3GPP TS 33.501 [2], upon receiving the access token request, an NRF can generate an access token with appropriate claims included for the NF service consumer. The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service producer (audience), expected service name(s) (scope) and expiration time (expiration).
Consequently, with the same access token authorized by the NRF deployed at the PLMN level or the shared-slice level, an NF service consumer may access the services provided by the same type of NF service producers belong to different Network Slices. 
However, network slices may differ for supported features and have different access rights. The access tokens for these network slices should be different (separated). In the cases where a group of network slices have similar acess rights sharing the same access token, the access token should be restricted to a specific list of network slices, not for all network slices.
Editor's Note: Key issue details have to be updated to reflect the decision in editor's note in 6.6.3 
6.6.2 Security threats
Without access token separation between slices, an access token may be used to access all Network Slices managed by the same NRF which means a compromised NF service consumer can maliciously access services provided by NF service producers belong to all Network Slices. 
6.6.3 Potential security requirements
It should be possible to perform access token authorization for a specific Network Slice or a list of Network Slices.
Editor's note: this can be solved by configuration and doesn't require additional security mechanism.
************************** End of pCR to TR xxxxxx ***********************************************
