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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes the text for clause 4.
3
Detailed proposal
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[3]
3GPP TR 22.872: "Study on positioning use cases".

[4]
3GPP TR 23.731: "Study on Enhancement to the 5GC LoCation Services".
[5]
3GPP TS 38.305: "NG Radio Access Network (NG-RAN); Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN".
[n1]
3GPP TS 23.273: "5G System Location Services".
*** NEXT CHANGES ***
4
Security aspects of eLCS in the 5G System


4.1
Introduction
TR 23.731 [4] describes an enhanced Location Service (eLCS) architecture. The normative work of eLCS is specified in TS 23.273 [n1].

The eLCS proposes to use  NAS signalling to transmit positioning messages between UE and 5GC. The location services may be exposed to the third parties through the Le and N33 interfaces.

In 5G Rel-15, location services provided by the home operator are restricted to location services required by regulation. In 5G Rel-16, location services will support the commercial use of location by third parties via the home operator. It is assumed that the requests from regulatory agencies are always authorized to use location services. However, in commercial use cases, the user is able to choose and change their privacy settings for location. In order to support commercial services, the location service architecture is extended to support roaming scenario, the location service exposure and Mobile Originating Location Request scenario.

The LCS subscription information, LCS privacy profile and routing information are proposed to be stored in the UDM. The UDM is accessible from an AMF, GMLC or NEF via the Nudm interface.
eLCS may raise a series of security issues, such as positioning data eavesdropping, UE location tracking, privacy information leak. The present document studies the security aspects of LCS in the 5G System.
*** END OF CHANGES ***

