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Decision/action requested

It is suggested that the new Solution is added to Solution #14 in in TR 33.835
2
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3
Rationale

In key issue #12, lifetimes for the anchor key and derived sub-keys are discussed. A potential requirement is made that the lifetime of derived sub-keys (application keys) shall not exceed the lifetime of the anchor key.
This document provides two optional solutions and an evaluation of the two. 

4
Detailed proposal

*** 1st CHANGE*****
6.X Solution <X>: Key lifetime

6.x.1 Introduction
This solution addresses the key issue #12.
6.x.2 Solution details
In key issue #12, lifetimes for the anchor key and derived sub-keys are discussed. A potential requirement is made that the lifetime of derived sub-keys (application keys) shall not exceed the lifetime of the anchor key. 

This can be interpreted in different ways. Either the sub-key is given the lifetime equal to the remaining lifetime at the time of the sub-key derivation (option 1), or the sub-key gets the full maximal lifetime (option 2). These options are illustrated in Figure 1a and 1b.
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Figure 1a: Option 1
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Figure 1b: Option 2

6.x.3 Evaluation
Key issue#12 has the following security requirements:

1. Both anchor keys and derived sub-keys shall be provided with a maximum lifetime. 

2. The lifetime of the derived sub-keys shall not exceed the lifetime of the anchor key. 

3. Either end on AKMA interfaces shall allow for renegotiation of keys when key lifetime is expired
Both options of this solution fulfil the first two of those requirements. 

The first option of this solution has the drawback that when the lifetime of the anchor key expires, so does the lifetime of all AF keys. This will cause all keys to be negotiated at the same time, which might cause congestion of the network. On the other hand, this option will require less key management since no key revocation of application keys is needed, which solves also Key issue #14. 

The second option avoids network congestion but has the drawback that if the re-negotiation of a new anchor keys fails, the derived sub-keys might still be in use by the UE and AFs. But if the anchor key negotiation fails, this indicates that the UE is no longer authenticated. Thus, a revocation procedure for the AF keys is needed. Such a solution for key revocation is provided in Solution #14 of this study. 

However, if option 2 is combined with reasonably short lifetimes for Application keys, it might be acceptable that the Application keys continue to be used for a short time even if a renewed anchor key negotiation fails. 
*** END OF CHANGE*****

