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1
Decision/action requested

This discussion tdoc justifies the need of UP IP solution for Rel.15 UEs.
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3
Rationale

Study on User Plane Integrity Protection [2] intends to addresses the vulnerability in the 3GPP system which recently became known [3]. This particular attack exploits the absence of user plane integrity protection in LTE [4].
In Rel.15, security architecture for 5G in TS 33.501 [1] specifies the use of UP IP. This is an improvement over LTE in light of the attack mentioned above. However, the actual usage of UP IP in 5G system is left open to operator choice. In addition, it is known that UE has a limitation in terms of the data rate it can support the UP IP in DRB limited to "64Kbps" [4] in Rel.15 specification.
It is commonly understood that Rel.16 UE implementations are expected to support "full data rate".  Thus, availability of Rel.16 UEs in the market appears to render the Rel.15 limitation as a "non-issue".  However, this situation also implies that there will be Rel.15 UEs and Rel.16 UEs to co-exist in the deployment in the future. This is based on the assumption that there will be substantial number of Rel.15 UEs in the market by the time operators start 5G services as soon as later this year or next year based on Rel.15 5G phase 1 features.
This situation is depicted in Figure 1 below.
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Figure 1: Rel.15 UE and Rel.16 UE co-exist in the system

This situation clearly indicates that the inadequate support of UP IP will continue to persist as long as Rel.15 UEs exist, irrespective of Rel.16 UE appearing to make it a "non-issue". As a result, Rel.15 UEs will continue to be vulnerable to potential attack exploiting the same vulnerability with LTE as described in [4]. In other words, as long as Rel.15 UEs exist in the system, the attack such as [4] continues to be relevant in 5G system as well. This situation needs to be addressed.
Also the use of UP IP is operator-dependent policy, thus optional for the network to enable for a PDU session. If the operator sets the policy to disable the UP IP for some reason (service-dependent policy, e.g. online Gaming, etc.), then the attack (ALTER attack) discussed in [4] is possible.
Observation: As long as Rel.15 UEs and operator-dependent optionality of the UP IP exist, they continue to expose inadequate support of UP IP in 5G system, thus continue to pose as potential vulnerability in 5G system for the attack such as described in [4]. This situation requires appropriate solution.

4
Detailed proposal

Based on the discussion above, it is proposed that we approve the accompanying pCR in S3-190649 for TR 33.853.
[image: image1]