
3GPP TSG-SA WG3 Meeting #92 
S3-182618 
Dalian (China), 20 - 24 August 2018                                                            revison of 182275
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.122
	CR
	0005
	rev
	1
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Security requirements for API invoker onboarding and offboarding

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	S3

	
	

	Work item code:
	CAPIF-Sec
	
	Date:
	2018-08-20

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	The TS 33.122 clause 6.8 describes the security of API invoker onboarding. The CAPIF core function shall verify the API invoker ID and check that the corresponding profile exists for this API invoker. However, the corresponding security requirement for API invoker offboarding is not given. 
In addition, From TS. 23.222, one of the security requirement for CAPIF-5 is shown as blow:

-
Onboarding new API invokers by provisioning the API invoker information at the CAPIF core function, requesting explicit grant of new API invoker’s onboarding and confirming onboarding success
The corresponding security requirement for requesting explicit grant of new API invoker’s onboarding is also not captured in TS. 33.122.
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*************** Start of Change 1 ****************
4.3
Security requirements on the CAPIF-1/1e reference points

The CAPIF-1/1e reference points between the API invoker and the CAPIF core function shall fulfil the following requirements:

-
[CAPIF-SEC-4.3-a] Mutual authentication between the API invoker and the CAPIF Core function shall be supported.

-
[CAPIF-SEC-4.3-b] The transport of messages over the CAPIF-1 and CAPIF-1e reference points shall be integrity protected.

-
 [CAPIF-SEC-4.3-c] The transport of messages over the CAPIF-1 and CAPIF-1e reference points shall be protected from replay attacks.
-
 [CAPIF-SEC-4.3-d] The transport of messages over the CAPIF-1 and CAPIF-1e reference points shall be confidentiality protected. 

-
 [CAPIF-SEC-4.3-e] Privacy of the 3GPP user over the CAPIF-1 and CAPIF-1e reference points shall be protected.
-
 [CAPIF-SEC-4.3-f] The CAPIF core function shall authorize the API invoker prior to the API invoker accessing the AEF.

-
 [CAPIF-SEC-4.3-g] The CAPIF core function shall authorize the API invoker prior to accessing the discover service API. 

-
 [CAPIF-SEC-4.3-h] The CAPIF core function shall authenticate the API invoker's onboarding request.
-
 [CAPIF-SEC-4.3-h] The CAPIF core function shall authenticate the API invoker's offboarding request.
*************** End of Change 1 **************
*************** Start of Change 2 ****************
4.5
Security requirements on the CAPIF-3/4/5 reference points

The security requirements for CAPIF-3/4/5 reference points are:

-
 [CAPIF-SEC-4.5-a] The transport of messages over the CAPIF-3/4/5 reference points shall be integrity protected.

-
 [CAPIF-SEC-4.5-b] The transport of messages over the CAPIF-3/4/5 reference points shall be confidentiality protected.

-
 [CAPIF-SEC-4.5-c] The transport of messages over the CAPIF-3/4/5 reference points shall be protected from replay attacks.

-
 [CAPIF-SEC-4.5-d] The CAPIF core function shall be able to authenticate the service API publishers to publish and manage the service API information.

-
 [CAPIF-SEC-4.5-e] The CAPIF core function shall be able to authorize the service API publishers to publish and manage the service API information.
-
 [CAPIF-SEC-4.5-f] The CAPIF core function shall be able to request explicit grant of new API invoker’s onboarding.
*************** End of Change 2 **************
