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1
Decision/action requested

This contribution highlights a gap in the security handling procedures for a multiple registered UE and discusses possible solutions.
2
References

None
3
Rationale

The are some cases with multiple registrations over the same PLMN that may cause the non-3GPP security context to become de-synchronised between the UE and AMF based on the current procedures that SA3 specify. The cases are when the AMF for the non-3GPP access is forced to change due to actions on the 3GPP access. This can happen in the following scenarios:

· UE is registered over non-3GPP access and it then registers over 3GPP access

· UE is registered on both 3GPP and non-3GPP accesses and there is a handover or idle mobility on the 3GPP access to a new AMF

· UE is registered on non-3GPP and EPC and there is a handover or idle mobility from EPC to 5GC.

In the above cases, it is possible that the security context for the non-3GPP access become de-synchronised between the UE and AMF. This is because the new AMF may either not have the same KAMF as the UE due to the previous AMF not being willing to provide its key or the new does not support the algorithms that were selected by the previous AMF.
This would not be a problem if a UE that remains connected on the non-3GPP access as the new AMF could issue a NAS SMC and align the security. For a UE that is in idle (or ends up in idle), then when it next sends a Service Request, this will be rejected by the AMF if it does not have the security context used by the UE and the UE will be forced to re-register. There are several observations to make at this point:

· This seems to be more of a service than a security issue in the sense that it is just causing a delay to the next transition from idle on the non-3GPP access

· The AMF would be aware that there is a problem or not.
· The UE would be aware that this is a possibility of this problem occurring when the 5G-GUTI provided in the 3GPP access Registration Accept indicates a change of AMF and the current 3GPP and non-3GPP security context differ in either KAMF or selected algorithms (note: they may not always be a problem in these cases but this seems to cover all the cases that may be a problem).
If the UE is aware of a possible de-synchroization of security context, the UE could send a Registration Request which would allow the AMF to ensure that security context for the non-3GPP access are synchronized at the UE and AMF. The difference here is that an AMF would not reject a Registration Request that fails its integrity check. 
There following 5 are possible solutions to the de-synchronization of security contexts
1.  The AMF can change both the 3GPP and non-3GPP access security context at the same time in NAS SMC and NASC container signalling 
2.  The AMF can change the non-3GPP access security context to the same as the 3GPP security context using an indication in Registration Accept message on the 3GPP access.

3.   The AMF can signal to the UE in the Registration Accept message on the 3GPP access that there is a security context issue on the non-3GPP access in order to get the UE to perform a registration over the non-3GPP access. As part of this registration process, the AMF can send a NAS SMC. 
4.  The UE performs a registration over the non-3GPP access when it is aware of the possible de-synchronization. As part of this registration process, the AMF can send a NAS SMC.
5.  Do nothing and let the current signalling sort out the issue by failing the Service Request.
Both solution 1 and 2 have the issue that signalling in one access affects the security in the other access, which SA3 have been reluctant to accept. Solution 2 requires less signalling changes than solution 1 as it requires only one procedure to change. 
Solutions 3 and 4 are both use a re-registration from the UE with the difference that in solution 3 the network is triggering the behaviour. There probably will not be many times that the UE triggers this unnecessarily in solution 4 as in general the security context will be in line between the two accesses. The main case that this may happen is in mobility from EPS to 5GS case as in the is case the 3GPP access security context may well be a freshly generated mapped one. So the need for the registration request in this case will be determined by the ability of the UE to know it has not gone to a different AMF based ion the assigned 5G-GUTI. 
Solution 5 works but it is not clean in that it is in effect forcing a UE to be de-registered just because the security context has become unaligned while the rest of the mobility context is at the AMF correctly. 
Overall, solution 4 seems to be the best compromise between minizing overall impact and avoiding the strange impact of in effect de-registering a UE due to lack of security context synchronisation between the UE and AMF. It proposed that SA3 agree solution 4 is the way forward and Qualcomm will take an action to provide a CR for this.
4
Detailed proposal

It proposed that SA3 agree solution 4 is the way forward and Qualcomm will take an action to provide a CR for this.
