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Attachments:


1. Overall Description:

SA3 thanks SA2 for the LS (S2-187505/S3- 182396) “Reply LS on Initial NAS message protection”. SA2 asked SA3 to analyze and indicate which, if any, of the remaining parameters in the Initial NAS message contain sensitive information that could be misused by attackers and that would require to be encrypted.
SA3 discussed SA2 questions regarding SA3’s solution and would like to provide the following:

Encryption is used to protect user’s privacy information. A privacy disclosure issue is consisted of two parts: 1) whose privacy is exposed, 2) what’s his/her privacy. The attacker cannot misuse the privacy information if the attacker just gets only one of the two parts.
SA3 has proposed SUCI protection method and 5G-GUTI updating method, they could protect the UE ID from exposing, which has addressed the issue 1 “whose privacy is exposed”.

Even for initial NAS message protection method, the attacker cannot relate the remaining parameters to specific UE because of SUPI is never sent in the clear, thus, these parameters are not sensitive, and they are not needed to be encrypted. Since SA3 have not identified the security threats justifying the encrypting of parameters in the Initial NAS message (e.g. in the Registration Request message the remaining parameters are UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX), the added complexity of confidentially protecting these parameters cannot be justified in Rel 15.
SA3 also notes that current initial NAS message protection solution cannot protect all of the remaining parameters, because TAU message has exposed some of them. So, SA3 decides to remove this solution in R15. But for R16, SA3 will continue analyze the security threats resulting from exposure of the above parameters in order to determine if encryption of these parameters can be justified.
2. Actions:

To SA2 and CT1 group.

ACTION: 

1. SA3 asks SA2 to consider feedback as described above.
3. Date of Next TSG-SA WG3 Meetings:
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