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1. Overall Description:

SA3 thanks RAN2 for their LS (R2-1810965/S3-182147) on connection re-establishment security. 
SA3 has a general comment that there is no security requirement for encrypting the RRC-re-establishment message. Further, SA3 has made following observations on the alternative procedure. 

· It is assumed that the UE is initially at gNB-1. Then, the UE undergoes handover to gNB-2. After that, the UE experiences an RLF and tries re-establishment at gNB-3.
· It introduces a new possibility of 3-hop forward security instead of 2-hop in Xn-HO. It is so because the gNB-2 itself might have received its KgNB* which was horizontally derived from KgNB at gNB-1. Therefore, yet another horizontal derivation at gNB-3 means producing KgNB**.  This KgNB** means 3-hop forward security with respect to gNB-1.
· It introduces a new possibility of 2-hop forward security instead of 1-hop in N2-HO. It is so because gNB-3 cannot use the new {NH, NCC} pair given by the AMF, and instead has to use KgNB* based on KgNB at gNB-2.
· It introduces a new requirement to prepare/transfer/maintain multiple keys, i.e., sending two KgNB*s instead of one in HO preparation phase, one of them for successful case (either horizontally or vertically derived from KgNB), and another for potential re-establishment case (horizontally derived from KgNB*). 
· It introduces a new functionality at AMF during N2-HO, i.e., the AMF needs to calculate KgNB* for the gNB-3, or take those KgNB* from gNB-2 and pass it on to gNB-3. 
Based on above facts, SA3 has concluded that <TBD during meeting>.
2. Actions:

To RAN2 group.

ACTION: 
SA3 requests RAN2 to take above answer into account. 
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