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1
Decision/action requested

It is requested to approve the proposal into TS 33.122.
2
References

 [1]
3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G

3
Rationale

For the study on providing authentication and key management procedures for applications in 5G scenarios, it should allow the UE to securely exchange data with an application server. To adapt with 5G scenarios, the UE and the BSF should be able to authenticate each other based on the 5G authentication framework.
4
Detailed proposal

*************** Start of Change 1 ****************
5.X
Key Issue #X: Mutual authentication between UE and BSF

5.X.1 Key Issue details
For the study on providing authentication and key management procedures for applications in 5G scenarios, it should allow the UE to securely exchange data with an application server. Therefore, in order to adapt with 5G scenarios, the UE and the BSF should be able to authenticate each other based on the 5G authentication framework.

5.X.2 Security Threats
An illegal UE may be communicate with the BSF.

A pseudo BSF may be communicate with the UE.
5.X.3 Potential security requirements
The UE and the BSF should be able to authenticate each other based on 5G authentication framework.
*************** End of Change 1 ****************
