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1
Decision/action requested

This paper discusses the security issue and solutions for RRC Reestablishment.
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3
Discussion

RAN2 has sent a couple of LSs about reestablishment security for NR [1][2]. In this contribution, we discuss the security implications of the proposed framework and propose a possible LS response back to RAN2. 
It is clear that LTE reestablishment mechanism works from security perspective and satisfies all security requirements. 

The alternative reestablishment solution mentioned in [1] uses horizontally derived key (H-key) for encryption of the reestablishment message sent from target gNB to UE. In other words, the UE always derives a H-key and uses this for decrypting the reestablishment message. However, clearly this doesn’t work if there is an unused {NH, NCC} pair at the source gNB. In this case, a vertically derived key (V-key) is passed from source to the target and hence the target cannot send the reestablishment message to UE due to different key for encryption used. 

In [2], RAN2 acknowledges this issue. One way to solve this issue is to use a so-called fall back mechanism (i.e. to perform RRC setup and a new round of AS SMC). This is depicted in Figure 1. Note that not only this needs the target to know whether the key is vertically derived or horizontally derived (i.e. needs additional mechanisms over the Xn interface), but also comes with significantly additional signaling (as depicted in red in Figure 1). 
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Figure 1: Additional signalling with fallback procedure if vertically derived key is passed to target node

Note that none of this exists with the current procedure for reestablishment. 

Given the above, one option is to simply stick to the existing frame work for reestablishment, as captured in 38.331. However, if RAN2 agrees to encrypt the reestablishment message, an alternative to the fall-back mechanism would be that the source gNB passes both horizontal and vertically derived keys, instead of key indication and V-keys, to the target gNB and the target then uses the horizontally derived key for encrypting the reestablishment message and include an incremented NCC value in the reestablishment message to synchronize the keys again. So, subsequent to the reestablishment message, both source and target will start using the vertically derived keys with this proposal. If this is adopted, the additional signaling resulting from fallback procedure will not occur. With this solution, fallback can be completely avoided even in the case when unused {NH, NCC} pair exists at source. This depicted in Figure 2 below:
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Figure 2: Alternative approach for reestablishment to avoid fallback signalling

Based on the above, we propose to send the following response to RAN2: 

Response to RAN2: 
· SA3 acknowledges that if an unused {NH, NCC} pair exists at the source, the source gNB sends a vertically derived key to the target gNB and hence the solution using horizontally derived key at the UE will not work and is not aligned with SA3 framework (i.e. reestablishment will fail in this case)

· One option to avoid the failure of reestablishment in this case would be for the source to send both horizontally and vertically derived keys to the target and then the target uses the horizontally derived key for encrypting the reestablishment message (which includes the incremented NCC value) and then use the vertically derived key for subsequent communication. 

· SA3 leaves RAN2 decide whether to adopt either the above alternative proposal or to stick with the existing LTE based framework, both of which meet all the security requirements
4
Conclusion and Proposals
This contribution discusses the framework for reestablishment for NR as indicated by RAN2 in [1]

 REF _Ref521415546 \r \h 
[2]. 

Based on the above analysis, we propose to send the following reply back to RAN2: 

Response to RAN2: 
· SA3 acknowledges that if an unused {NH, NCC} pair exists at the source, the source gNB sends a vertically derived key to the target gNB and hence the solution using horizontally derived key at the UE will not work and is not aligned with SA3 framework (i.e. reestablishment will fail in this case)

· One option to avoid the failure of reestablishment in this case would be for the source to send both horizontally and vertically derived keys to the target and then the target uses the horizontally derived key for encrypting the reestablishment message (which includes the incremented NCC value) and then use the vertically derived key for subsequent communication. 

· SA3 leaves RAN2 decide whether to adopt either the above alternative proposal or to stick with the existing LTE based framework both of which meet all the security requirements
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