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	Reason for change:
	If UE has multiple NAS connections, during mobile registration update:

Case 1: If UE has multiple NAS connections with different PLMNs, the following steps for SC in UE may happen:

NAS con 1, PLMN1: full 1 --AUTH--> partial --move then NAS SMC--> new full 1
NAS con 2, PLMN2: full 2           full2                         full 2
Case 2: If UE has multiple NAS connections with same PLMN, the following steps for SC in UE may happen, and when both NAS connections have corresponding new full native SC, common 5G NAS SC will be updated:

NAS con 1: common --AUTH--> partial         --SMC--> new full from partial
                                 --move-->
NAS con 2: common ------------>  full          --SMC--> new full from partial
For case 1, after UE received NAS SMC, UE has partial native SC associate with the access type over which the NAS SMC is received.

For case 2, UE has partial native SC associate with both access types.

When UE receives NAS SMC and has partial native SC, if the partial native SC is associate with the access type over which the NAS SMC is received, the new SC shall be derived from the partial native SC. 

	
	

	Summary of change:
	Add relationship between partial native SC and access type in section 6.3.2.2.
Add scope to section 6.9.3 to consider multiple NAS connections.

Add steps for UE handling SC during mobile registration update when partial native SC exist.
Editorial modification to remove EN as no separate derivation function is needed due to Kamf is new
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******************* START OF CR *******************************************
6.3.2.2
Multiple registrations in the same PLMN

When the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses, the UE shall establish two NAS connections with the network. Upon receiving the registration request message, the AMF should check whether the UE is authenticated by the network. The AMF may decide to skip a new authentication run in case there is an available 5G security context for this UE by means of 5G-GUTI, e.g. when the UE successfully registered to 3GPP access, if the UE registers to the same AMF via non-3GPP access, the AMF can decide not to run a new authentication if it has an available security context to use. In this case, the UE shall directly take into use the available common 5G NAS security context and use it to protect the registration over the non-3GPP access. The AMF and the UE shall establish a common NAS security context consisting of a single set of NAS keys and algorithm at the time of first registration over any access. The AMF and the UE shall also include parameters specific to each NAS connection in the common NAS security context. The connection specific parameters are specified in clause 6.4.2.2 of the present document. If a primary authentication procedure over access type A (e.g. non-3GPP access) has been performed, the UE will create a partial native 5G security context associated with both access types, and the old common 5G NAS security context is still in use over access type B (e.g. 3GPP access) until NAS SMC over access type B has been performed.
******************* SECOND OF CR *******************************************
6.9.3
Key handling in mobility registration update 
The procedure shall be invoked by the target AMF after the receiving of a Registration Request message from the UE wherein the UE and the source AMF are identified by means of a temporary identifier 5G-GUTIsource, wherein there’re single or multiple NAS connections between the UE and the source AMF.

The protocol steps are as follows:

a)
 The target AMF sends a message to the source AMF, this message contains 5G-GUTIsource and the received Registration Request message.

b)
 The source AMF searches the data of the UE in the database and checks the integrity protection on the Registration Request message. 

i)
If the UE is found and the integrity check succeeds, when the target AMF and the source AMF are within the same AMF set, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include any current 5G security context it holds.

ii)
If the UE is found and the integrity check succeeds, when the target AMF and the source AMF are not within the same AMF set, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include a new 5G security context it derives from the current one it holds.

The source AMF subsequently deletes the 5G security context which it holds.

If the UE cannot be identified or the integrity check fails, then the source AMF shall send a response indicating that the temporary identifier 5G-GUTIsource cannot be retrieved.

c)
If the target AMF receives a response with a SUPI, it creates an entry and stores the 5G security context that may be included.

If the target AMF receives a response indicating that the UE could not be identified, it shall initiate the subscription identification procedure described in clause 6.12.4 of the present document.

NOTE: 
Security handling in AMF relocation (with and without AMF set change) is common to both idle-mode mobility and handover. 

KSEAF shall not be stored in the UDSF.

KSEAF shall not be forwarded to another AMF set. 

At mobility registration update, the source AMF shall use local policy to determine whether to perform horizontal KAMF derivation. If the source AMF determines not to perform horizontal KAMF derivation, the source AMF shall transfer current security context to the target AMF. If the source AMF determines to perform horizontal KAMF derivation, the source AMF shall derive a new key KAMF from the currenlyt active KAMF and the uplink NAS COUNT value associated with 3GPP access. The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the new ngKSI, the UE security capability, the the uplink NAS COUNT value to the target AMF. The key derivation of the new KAMF is specified in Annex A.13. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.

When the target AMF receives the new KAMF together with the uplink NAS COUNT value, then the target AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the source AMF. 

If the target AMF decides to use the key KAMF received from source AMF (i.e., no re-authentication), it shall send the uplink NAS COUNT value received from the source AMF to the UE in the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying the new KAMF from which the UE shall derive a new KAMF to establish a new NAS security context between the UE and target AMF. 

The target AMF shall derive new NAS keys (KNASint and KNASenc) from the new KAMF using the selected NAS algorithm identifiers as input. The target AMF shall integrity protect the NAS Security Mode Command message with the new KNASint key. 

When the UE receives the uplink NAS COUNT value in the NAS Security Mode Command message over any access type and the UE has no partial native 5G security context associated with the access type, then the UE shall update the full native 5G security context associated with the access type with a new key KAMF derived from the current active KAMF identified by the received ngKSI in the NAS Security Mode Command message. If the UE has partial native 5G security context associated with the access type, then the UE shall ignore the uplink NAS COUNT value.
The UE shall derive the new key KAMF using the uplink NAS COUNT value as specified in Annex A.13. The UE shall assign the received ngKSI in the NAS Security Mode Command message to the ngKSI of the new derived KAMF. The UE shall derive new NAS keys (KNASint and KNASenc) from the new KAMF and integrity check the NAS Security Mode Command message using the new KNASint key. 

The UE shall then derive a new initial KgNB from the new KAMF as specified in Annex A.9. 


The UE shall associate the derived new initial KgNB with a new NCC value equal to zero and reset the NAS COUNTs to zero.

After the ongoing mobility registration procedure is successfully completed, the ME shall replace the currently stored KAMF and ngKSI values on both USIM and ME with the new KAMF and the associated ngKSI.

If the target AMF, according to its local policy, decides to not use the KAMF received from the source AMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 

******************* END OF CR *******************************************
