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1
Decision/action requested

Proposes a solution for AS and NAS security for RLOS.
2
References

3
Rationale

In the corresponding document in S3-182830 we propose the key issue on PARLOS security with the following two requirements: 
· The UE and the MME shall protect the NAS signaling-for PARLOS services.

· The UE and the eNB shall protect the AS signaling for PARLOS services.
In order to fullfill those two requirements it is proposed to add the solution below into TR 33.815.
4
Detailed proposal

Start of changes/all new text 
7.x
Solution #x AS and NAS security for RLOS services

7.x.1
Introduction

This solution addresses the AS and NAS requirements of the key issue X “Establishing temperory security for PARLOS session”.

The UE sends an Attach request for RLOS service and then exchanges public keys with the MME in order to secure the NAS signalling. The MME generates a temporay KASME for the UE and provides it securely to the UE. Both sides continue as with a normal setup, e.g. deriving the NAS keys and AS keys as in normal mode of operation based on the temporary KASME. The MME needs the ability to generate a public/private key for securing the new NAS messages for the key exchange procedure and the MME needs to generate a temporary KASME for the UE for normal key derivation. The UE is able to generate a public/private key for securing the NAS signalling messages.
7.x.2
Solution details
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1. UE sends ATTACH for RLOS

3. MME performs Bearer Setup for RLOS

4. MME sends ATTACH ACK forRLOS

2. MME performs Key Exchange Procedure


Figure 7.x.2-1: PARLOS security call flow
1. 
The UE performs PLMN selection for RLOS and perform RLOS (i.e. unauthenticated) attach to this PLMN. The UE sends a NAS ATTACH request message for RLOS to the MME. 

2. 
The the MME Public Key and UE Public are exchanged after the MME received the NAS ATTACH request message. First the MME sends a NAS message to the UE, including its MME Public Key and the UE answers and provides its UE Public Key. The UE answer is already encrypted with the MME Public Key. The MME generates then a temporary KASME for the UE and sends it to the UE encrypted with the UE public key. This new symmetric temporary KASME is used to derive the other keys (KNAS, KeNB, KRRC) in the UE and MME for encryption and integrity protection as in normal operation. NAS encryption can be changed at this point to the newly generated KNAS.
3. 
The MME performs a bearer setup procedure for RLOS towards SGW and PGW. 

4. 
The MME sends an ATTACH accept to the UE (secured with KNAS).
Editor’s Note: It is FFS how to address active attacks
7.x.3
Evaluation
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