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1
Decision/action requested

This contribution proposes a resolution of the editor’s note in the conclusion clause of TR 33.856
2
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3
Rationale

Currently there is the following editor’s note in the conclusion caluse of TS 33.856 [1]
Editor's Note: Confirmation that solutions do not weaken 5G security (including privacy) for operators not using 5G to UMTS SRVCC needs to be confirmed, as required by SA plenary study agreement.
The conclusion of TR 23.756 [2] on how the UE returns to 5GS faster after an SRVCC handover to UTRAN CS is to specify no normative work. Hence the UE can only use existing methods to get back to 5G after compleeing a UTRAN CS call. Therefore the introduction of this feature does not weaken 5G security due to the UE returning to 5G. 

Similarly if a solution for the key derivation at handover to UTRAN CS described in S3-182991 is chosen, then an operator that does not support this feature can prevent the key needed to perform the handover from ever leaving the AMF. Hence the introduction of this feature does not weaken 5G security for UEs connected to a network that does not support this feature. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TR 33.856. 
**** FIRST CHANGE ****

7
Conclusions

Conclusion for Key Issue#1: Achieving backward security of key derivation during SRVCC from 5G to UTRAN CS
TR23.756 reuses the existing SRVCC mechanism as much as possible and can minimize the impact on 5GS and UTRAN, therefore the solution #1.1 is selected as the basis for normative work to resolve key issue#1.
Editor’s Note: The above conclusion may be revisted but only based upon the change to the FC value in solution #1.1 introduced by S3-182991.
Normative work is expected to be reflected in TS 33.501 [1] for this aspect.
Conclusion for Key Issue#2: Security of IMS Emergency Session Handling
The solution#2 is selected as the basis for normative work to resolve key issue#2: Security of IMS Emergency Session Handling. 
Normative work is expected to be reflected in TS 33.501 [1] for this aspect.
Conclusion for Key Issue#3: Protecting the SRVCC capability
Solution #3 (Protecting the SRVCC capability) is selected to resolve key issue #3 (Protecting the SRVCC capability), and it is expected to be the basis of normative work. Since messages between AMFs during Intra-5G handover are protected using NDS/IP, the security issue related protecting UE SRVCC capability has been addressed and no further normative work is expected.
As solution #1 contains proper key separation for SRVCC handover from 5G to UMTS CS and the introduction of this feature does not include a new way to return to 5G, the introduction of this feature does not weaken the 5G security of operators who do not deploy SRVCC handovers from 5G to UMTS CS.  
Editor's Note: Confirmation that solutions do not weaken 5G security (including privacy) for operators not using 5G to UMTS SRVCC needs to be confirmed, as required by SA plenary study agreement. If the Editor’s Note on conclusion to key issue #1 is removed, then it was agreed to remove this Editor’s Note. 
**** END OF CHANGES ****

