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Abstract:                      This contribution proposes to add security related requirements of UDM and test case related to the storing of authentication status of UE by UDM in 33.514.    
1
Decision/action requested

It is proposed to approve the test case given in this pCR
2
References

[1]           3GPP TS 33.501
[2]           3GPP TS 33.514
3
Rationale

According to TS 33.501, clause 6.1.4.1a the security requirements for UDM is stated as, “The UDM shall store the authentication status of the UE (SUPI, authentication result, timestamp, and the serving network name) after authentication.” The test case for verifying the stated security requirement is defined in this SCAS pCR document.
4
Detailed proposal 
***
BEGIN OF CHANGE ***
4.2.1
Security functional requirements on the UDM deriving from 3GPP specifications and related test cases

4.2.1.x
Storing of authentication status of UE by UDM. 

Requirement Name: Storing of authentication status of UE by UDM. 
Requirement Reference: TBA

Requirement Description: “The UDM shall store the authentication status of the UE (SUPI, authentication result, timestamp, and the serving network name) after authentication.” as specified in TS 33.501, clause 6.1.4.1a.
Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_AUTH_STATUS_STORE_UDM

Purpose: 

Verify that the UDM stores the authentication status of UE

Procedure and execution steps:

Pre-Condition: 

· UDM network product is connected in simulated/real network environment.
· Tester shall have access to all the authentication specific data sent over N1 interface, N12 interface and N13 interface.

· Tester shall have access to UDM.
Execution Steps: 
1.
Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
2.
Tester shall filter the Nudm_Authentication_Get Response message sent over N13 interface to find the SUPI.
3.
Tester shall filter the Nausf_UEAuthentication_Authenticate Response message sent over N12 interface to retrieve the Authentication status (EAP success/failure for EAP-AKA' or Result for 5G AKA) from the Nausf_UEAuthentication_Authenticate Response message.
4.
Tester shall verify the status retrieved authentication status with the authentication status stored in UDM.
5.
Tester shall compare the SUPI present in the Nudm_Authentication_Get Response message and SUPI stored in the UDM.
7.
Tester shall filter the Nudm_UEAuthentication_Get Request message sent over the N13 interface.
8.
Tester shall compare the Serving network name present in the Nudm_Authentication_Get Request message with the serving network name stored in UDM.
9.
Tester shall compare the timestamp stored in the UDM with the local time when testing is carried out. 

Expected Results:

The storing of authentication status (SUPI, authentication result, timestamp, and the serving network name) of UE at the UDM is verified.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
***END OF CHANGE ***

