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	Reason for change:
	In order to protect the initial NAS message as secure as we can, only information for establishing security is in cleartext, i.e. only subscription identifiers, ngKSI, UE security capabilities are in cleartext, and in case idle mobility from 4G, TAU is also in cleartext and the TAU only contains subscription identifiers, KSIasme, and UE security capabilities. Any other information is prohibited to be included in the initial NAS message as cleartext.

UE security capabilities are used for algorithm negotiation, even UE has security context, AMF may not be able to decrypt ciphered IEs then authentication and algorithm negotiation will be needed.

KSI does not expose any sensitive information and is useful for security establishment.
When UE does not have NAS security context, the AMF selection information shall not be sent in the initial NAS message as cleartext, as it may reveal some information (e.g. topology or allowed slice types). AMF relocation procedure may be needed after NAS SMC when the AMF performing authentication is not proper to serve the UE, and hence an additional NAS SMC may be needed, but consider it only occure for the very first RR procedure, it is not a big issue. When UE has NAS security context, the AMF selection information is ciphered, AMF relocation procedure may be needed before authentication/NAS SMC.
Proposal 1: only subscription identifiers, UE security capabilities, indication of moving from 4G, and KSI can be in cleartext.
HASHamf is used for initial NAS message verification, due to the initial NAS message is always protected (ciphered and/or integrity protected), there’s no need to use HASHamf. HASHamf also is used for indication of complete initial NAS message requested, hence an indication is needed when HASHamf is removed.

Proposal 2: remove HASHamf and add indication of Complete Initial NAS message required (short for CINI)

Considering that initial NAS message may contain ciphered IEs, and context transfer request will contain the initial NAS message, the last visited AMF need to deciphered the IEs and perform integrity check. In case horizontal derivation is performed, the last visited AMF shall send the deciphered IEs to the serving AMF otherwise the serving AMF can not decipher the IEs. In order to save serving AMF performance, it is propsed that the last visted AMF always sends the deciphered IEs back to the serving AMF.

Proposal 3: last visited AMF always send deciphered IEs to the serving AMF during context transfer procedure.

	
	

	Summary of change:
	Remove any information not related to security establishment (e.g. AMF selection) from cleartext IEs.
Remove HASHamf and add CINI.

Last visited AMF always send the deciphered IEs to the serving AMF during context transfer procedure.

Editorial modification from “UE” to “AMF” as the determination is made by AMF not UE.
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	Initial NAS message is not secured and efficiency enough.
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******************* START OF CR *******************************************
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message and establish security. The UE shall send all other IEs ciphered. The AMF sends a Complete Initial NAS message Indication (CINI) in case there was no security context in the AMF or the check of the integrity protection at the AMF fails.

The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the cleartext IEs, i.e. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, and ngKSI. In the case idle mobility from 4G, the cleartext IEs also include indication that the UE is moving from EPC and IE containing the TAU Request. The TAU Request shall only contain subscription identifiers (e.g. GUTIs or P-TMSI), UE security capabilities, and KSIASME.

If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted.

Step 2: If the AMF and the last visited AMF if exists do not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. In the case the initial NAS message includes ciphered IEs (called the protected IEs) and the last visited AMF exists, the last visited AMF shall send the protected IEs deciphered to the AMF during context transfer procedure.
Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the Complete Initial NAS message Indication (CINI) in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall include the Complete Initial NAS message Indication (CINI) in the NAS Security Mode Command message.  

Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the CINI is received. In this case, the AMF shall treat this as the initial NAS message to respond to.

NOTE:
If the AMF is not proper to serve the UE according to the complete initial NAS message in the NAS Security Mode Complete message, an AMF relocation procedure is needed, and then a second NAS SMC run may be performed.
Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.

******************* SECOND OF CR *******************************************
6.7.2
NAS security mode command procedure

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
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Figure 6.7.2-1: NAS Security Mode Command procedure
1a.
The AMF activates the NAS integrity protection before sending the NAS Security Mode Command message.

1b.
The AMF sends the NAS Security Mode Command message to the UE. The NAS Security Mode Command message shall contain: the replayed UE security capabilities, the selected NAS algorithms, and the ngKSI for identifying the KAMF . The NAS Security Mode Command message may contain: horizontal derivation parameter, CINI, Anti-Bidding down Between Architectures (ABBA) parameter. In the case of horizontal derivation of KAMF during mobility registration updateor during multiple registration in same PLMN, horizontal derivation parameter shall be included in the NAS Security Mode Command message as described in clause 6.9.3.

The inclusion of CINI is described in clause 6.4.6. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the ngKSI in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

NOTE 2: Void.

In case the network supports interworking using the N26 interface between MME and AMF, the AMF shall also include the selected EPS NAS algorithms (defined in Annex B of TS 33.401 [10]) to be used after mobility to EPS in the NAS Security Mode Command message (see clause 8.5.2). The UE shall store the algorithms for use after mobility to EPS using the N26 interface between MME and AMF. The AMF shall store the selected EPS algorithms in the UE security context.

This message shall be integrity protected (but not ciphered) with NAS integrity key derived from the KAMF indicated by the ngKSI in the NAS Security Mode Command message.

1c. The AMF activates NAS uplink deciphering after sending the NAS Security Mode Command message.

2a. The UE shall verify the NAS Security Mode Command message. This includes checking that the UE
security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI. 



In case the NAS Security Mode Command message includes a horizontal derivation parameter, the UE shall derive a new KAMF as described in Annex A.13 and set the NAS COUNTs to zero.

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI.

2b. The UE sends the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include PEI in case AMF requested it in the NAS Security Mode Command message. The handling of CINI is described in clause 6.4. The AMF shall set the NAS COUNTs to zero if horizontal derivation of KAMF is performed.

If the verification of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message (see TS 24.501 [35]). The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected.

NOTE 2:
Void.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the AMF has sent CINI in 1b, the AMF shall perform as described in clause 6.4.6.

1d. The AMF activates NAS downlink de-ciphering.

NOTE 3:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

******************* THIRD OF CR *******************************************
Annex H (normative):
Void








******************* END OF CR *******************************************
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