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	Reason for change:
	Clause 6.10.4 contains a NOTE that incorrectly rules out support of integrity protection of DRBs for a SN of type gNB.
It has been decided that user plane integrity protection is not supported by ng‑eNB. It has also been decided that all DRBs belonging to a PDU session have either the integrity protection ON or OFF, for the lifetime of that PDU session. Hence, in case of DC option called "NGEN-DC" (where the MN is ng-eNB, and the SN is gNB), DRBs in the SN (gNB) cannot have integrity protection ON if those DRBs belong to a PDU sessions that also have DRBs in the MN (ng-eNB).

However, it makes no sense to prohibit the network from configuring a separate PDU sessions all of whose DRBs will terminate ONLY in the SN (gNB) and then to activate integrity protection on those DRBs. Doing so could be good security for UEs that do not require frequent, if any, changes to DRBs in SN, like non-moving devices. 

Having said that, configuring a separate PDU session or not is the network's choice. Atleast, TS 33.501 shall not rule out support of integrity protection of DRBs for the SN of type gNB. 
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A table is proposed to list various options. A NOTE is kept for explanation. Mind that a DC option with both MN and SN of type ng-eNB and ng-eNB is not defined, and EN-DC is not in the scope of the TS 33.501. Therefore, three options are listed.
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*** START OF CHANGES ***
6.10.4
Protection of traffic between UE and SN

This subclause provides the details of the needed SN RRC and UP keys and the algorithms used to protect the traffic whose PDCP terminates on the SN. The UE and SN may either calculate all the SN RRC and UP keys at once or as there are required to be used. The RRC and UP keys are KRRCenc and KRRCint for the SRB whose PDCP terminates on the SN and KUPenc for the DRBs whose PDCP terminate on the SN.

When the SN is a gNB, the RRC and UP traffic is protected using the mechanism described in subclauses 6.5 and 6.6 respectively of the current specification with the algorithms specified in Annex D of the present specification. 

When the SN is a ng-eNB, the RRC and UP traffic is protected using the mechanism described in subclauses 7.4 and 7.3 respectively of TS 33.401 [10] with the algorithms specified in Annex C of TS 33.401 [10].

NOTE: Support for integrity protection of the user plane whose PDCP terminates on the SN is listed in Table 6.10.4-1.
Table 6.10.4-1: User plane integrity protection support in SN
	DC options
	MN
	SN
	Support for user plane integrity protection in SN

	NR-DC
	gNB
	gNB
	Yes

	NE-DC
	gNB
	ng-eNB
	No

	NGEN-DC
	ng-eNB
	gNB
	Yes (see Remarks)

	Remarks: 
-
For NGEN-DC, user plane integrity protection in SN (gNB) is allowed only for a PDU session that has all its DRBs terminating only in the SN (gNB).


*** END OF CHANGES ***
