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1
Decision/action requested

It is proposed to add a new key issue on security key storage to TR 33.861 [1].
2
References

[1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System

[2]
3GPP TR 23.724 Study on Cellular Internet of Things (IoT) support and evolution for the 5G System 
3
Rationale

The 3GPP SA2 TR 23.724 [2] contains a key issue on the support of infrequent small data features. This feature is targeted at, among other types of UEs, stationary ones. Assuming that the transmitted small data is to be protected, there are security issues related to the fact that the protection keys are now being stored and used by stationary devices. Therefore, a new key issue is proposed to further discuss this aspect and properly capture the necessary security requirements if any.
4
Detailed proposal

It is proposed to approve the following changes for inclusion under clause 5 of TR 33.861 [1].
***
BEGIN CHANGES
***

5.X
Key Issue #X: Key storage and processing for protection of small data
5.X.1
Key issue details
The 3GPP TR 23.724 [y] contains a key issue on the support of infrequent small data communication in clause 5.1. Based on the description, this feature is targeted at low complexity, power constrained and low rate UEs, e.g. utility meters, which in some scenarios might be stationary.
A stationary UE is more exposed especially when its location is known and accessible. In such case, an attacker who happens to know the location has more time to physically tamper with the device in order to gain control over the device or steal sensitive data. Therefore, it is very important that sensitive data such as protection keys and authentication credentials, if any, are securely stored in the device.
5.X.2
Security threats
For the infrequent small data feature, an attacker knowing the location of a stationary UE has more time to tamper with the device in order to gain control or steal security data such as protection keys or authentication credentials. If the attacker obtains the protection keys, then he would be able to eavesdrop on the communication or even impersonate the UE by injecting counterfeit small data. By stealing the authentication credentials, an attacker can impersonate the subscriber and gain access to the service potentially causing a DoS attack on the victim UE or additional charging for the legitimate subscriber.
5.X.3
Potential security requirements
Any security material such as protection keys and authentication credentials shall be securely stored and processed in the UE.
***
END OF CHANGES
***
