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1
Decision/action requested

This paper discusses the possibility on achieving higher data rates for user plane integrity protection, taking the current limitations into account.
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Rationale

RAN2 sent an LS to SA3 [1] to explain that the currently the maximum supported data rate per UE for integrity protection for the DRBs is limited to 64Kb/s but can be extended in future. It seems to be that current implementations in the UE are not able to handle the computation of the MAC-I for higher data rates and the computation complexity is growing linear with the message size of the PDCP PDU [2]. 

Assuming that data rates in MBB can be much higher than the current defined value of 64Kb/s, it would be beneficial to at least provide some integrity protection. 
For example, if the UE supports 64Kb/s and is scheduled to send data every 10ms, then it could support integrity protection up to 640bits of this PDCP packet. 
Based on the supported data rate, UE may only calculate the MAC-I for a part of the PDCP data unit, also referred to as “Integrity Protection-window” in the following. Since the ciphering is performed after the integrity protection, the Integrity Protection-window could be placed anywhere within the PDCP packet as shown in Figure 1. The receiver will be informed about the Integrity Protection-window information for the verification by means of e.g. configuration or PDCP header informationfor the verification. 
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Figure 1: Partial Integrity Protection

Of course for high data rates, the window that can be integrity protected is limited directly by the maximum supported data rate for integrity protection for the DRBs.
The advantage is that higher data rates per PDU session are supported and the solution can grow with the evolution of the support of integrity protection in the UE and gNB, i.e. if higer data rates for integrity protection are supported, the protection window will grow also for the higer data rates. 
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Detailed proposal

It is proposed to collect feedback whether to study more the options for a solution that can grow with the UE capabilities for Rel-16, instead of limiting the peak data rate for normal integrity protected MBB services from the beginning to a very low data rate or without providing any integrity protection at all. 
