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1
Decision/action requested

This paper introduces a solution for trusted access according to the conclusions of TR 23.716.
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3
Rationale

This paper presents the registration and authentication call flow related to the key issue in S3-182938 on trusted non-3GPP access for TR 33.807.
4
Detailed proposal

Start of changes
6.Y
Solution #Y: Registration and authentication via trusted non-3GPP access
6.Y.1
Introduction

The UE registers to 5GC and, at the same time, it authenticates with the TNAN by using the EAP-based procedure, which is essentially the same with the registration procedure for untrusted non-3GPP access. The link between the UE and the TNAN can be any data link (L2) that supports EAP encapsulation. The interface between the TNAP and TNGF-CP is an AAA interface. The TNGF terminates the EAP-5G signalling and behaves as authenticator when the UE attempts to register to 5GC via the TNAN. The security relies on Layer-2 security between UE and TNAP, which is a trusted entity so that no IPSec encryption would be necessary between UE and TNGF, i.e. NULL encryption is sufficient for the user plane and signalling. 
The main advantage of using IKEv2/IPsec is that it makes the solution for trusted non-3GPP access almost identical with the solution for untrusted non-3GPP access specified in TS 33.501 [y]. Thus, the UE can use the same protocols and procedures for both trusted and untrusted non-3GPP access and the TNGF can become very similar to N3IWF.
6.Y.2
Solution details
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Figure 6.Y.2-1: Registration and Authenticaiton call flor for trusted non-3GPP access
1.
A layer-2 connection is established between the UE and the TNAP. In case of IEEE 802.11 [x], this step corresponds to an 802.11 [x] Association. In case of PPP, this step corresponds to a PPP LCP negotiation. In other types of non-3GPP access (e.g. Ethernet), this step may not be required.

2-3.
An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, e.g. into IEEE 802.3/802.1x packets, into IEEE 802.11/802.1x packets, into PPP packets, etc. The UE provides a NAI that triggers the TNAP to send an AAA request to a TNGF-CP, which operates as an AAA proxy. Between the TNAP and TNGF-CP the EAP packets are encapsulated into AAA messages.

4-10.
An EAP-5G procedure is executed as specified in TS 33.501 [y], clause 7.2.1with the following modifications:

-
The EAP-5G packets are not encapsulated into IKEv2 packets.

-
A TNGF key and a TNAP key (instead of an N3IWF key) is created in the UE and in the AMF and TNGF-CP respectively after the successful authentication. The TNGF key is transferred from the AMF to TNGF-CP in step 10a (within the N2 Initial Context Setup Request). The TNGF-CP generates the TNAP key and transfers it from TNGF-CP to TNAP in step 10b (within an AAA message). In case of trusted WLAN access, the TNAP key corresponds to the Pairwise Master Key (PMK) and can be derived from the TNGF key, e.g. by using the first 32 bytes of the TNGF key.
-
In step 9b the UE receives the "TNGF Contact Info" which includes the IP Address of TNGF-CP to which NAS signalling should be sent. 

11.
The common TNAP key is used by the UE and TNAP to derive security keys according to the applied non-3GPP technology and to establish a security association to protect all subsequent traffic. In case of IEEE 802.11 [x], the TNAP key is the Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11 [x]) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air. All messages between UE and TNAP are encrypted and integrity protected from thist step onwards.
12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
The UE initiates an IKE_INIT exchange with the TNGF. The UE has received the IP address of TNGF during the EAP-5G signalling in step 9b, subsequently, the UE initiates an IKE_AUTH exchange and provides its SUPI or 5G-GUTI identity. The common TNGF key is used for mutual authentication. NULL encryption is negotiated as specified in RFC 2410 [z]. After step 13c, an IPsec SA is established between the UE and TNGF (i.e. a NWt-cp connection) and it is used to transfer all subsequent NAS messages. This IPsec SA does not apply encryption but may apply integrity protection.
14.
After the NWt-cp connection is successfully established, the TNGF responds to AMF with an N2 Initial Context Setup Response message.
15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt-cp connection.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

End of changes



TNGF-CP
AMF
AUSF
UE
7a. N2 msg 
(Identity Req./Res.)
4. L2 (EAP-Req/5G-Start)
5. L2 (EAP-Res/5G-NAS/
 AN-Params [S-NSSAI, SUCI or 5G-GUTI, ...],
NAS-PDU [Registration Request])
6b. N2 msg 
(Registration Request)
7b. L2 (EAP-Req/Res/5G-NAS/
NAS-PDU [Identity Req./Res.])
9a. N2 msg 
(SMC Request [EAP-Success])

9b. L2 (EAP-Req/5G-NAS/
NAS-PDU [SMC Request (EAP-Success)],
TNGF Address)
10c. L2 (EAP-Success)
9c. L2 (EAP-Res/5G-NAS/
NAS-PDU [SMC Complete])
TNAP

Trusted Non-3GPP Access Network (TNAN)
L2: Ethernet, 802.3, 802.11, 
PPP, etc.

8a. AAA Key 
Request
(SUPI or SUCI)
8c. AAA Key
Response
(SEAF key,
EAP-Success)



11. Security establishment 
using a key derived from TNAP key
2. L2 (EAP-Req/Identity)
3. L2 (EAP-Res/Identity)
username@realm
AAA
6a. AMF Selection
8b. Authentication and Key Agreement
TNGF / TNAP keys created
(e.g. 4-way handshake for WLAN)
12. Local IP configuration
1. L2 connection
9d. N2 msg 
(SMC Complete)
10a. N2 Initial Ctx Setup 
Request
(TNGF key)
14. N2 Initial Ctx Setup
Response
10b. AAA 
(TNAP key,
EAP-Success)
AAA interface
15b. [Over NWt-cp connection]
NAS Registration Accept
All subsequent NAS messages between UE & TNGF are carried over the NWt-cp connection (IPsec SA)
15a. N2 msg 
(NAS Registration Accept)

13a. IKE_INIT
13b. IKE_AUTH (IDi, SA, TSi, TSr, AUTH)
13c. IKE_AUTH (IDr, SA, TSi, TSr, AUTH)



