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1
Decision/action requested

This contribution proposes a proposal for the scope of TR 33.856
2
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3
Rationale






This contribution proposes the key issue of IMS Emergency Session Handling for TR33.856.
We kindly propose SA3 to agree the following pCR.
4
Detailed proposal

**********************Begin of changes********************************
X
Key issues
X.y
Key Issue #X: Security of IMS Emergency Session Handling
X.y.1
Key issue details

During SRVCC from 5G to 3G, IMS Emergency Sessions can be made by:

·  normally attached UEs or 
· UEs attached for emergency bearer services.
IMS Emergency Services can be authenticated or unauthenticated, it depends on the serving network policy if unauthenticated IMS Emergency Sessions are allowed. Any behaviour not explicitly specified as being special to IMS Emergency Sessions is handled in accordance to normal procedures.
If the SRVCC is for an emergency call, the UE is not in limited service state, it initiates normal initial attach when not already attached to receive emergency bearer services. If the serving network attempts to authenticate the UE after receiving a request for emergency bearer services which was integrity protected by the current NAS security context and the authentication failed and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF proceed as for set up of normal bearers.
In this scenario, since the serving network policy does not allow unauthenticated IMS Emergency Sessions, the continuous authentication process may exhaust UE and network resource.
X.y.2
Security threats 

If the serving network policy does not allow unauthenticated IMS Emergency Sessions, the continuous authentication process may exhaust the resources of UE and network.
X.y.3
Potential security requirements
-
the continuous authentication process during the IMS Emergency Session handling  shall be advoid.
*********************************End of changes*******************************
