3GPP TSG-SA WG3 Meeting #91 
S3-181563
Belgrade, 16 - 20 April, 2018
revision of S3-181196
Source:
Huawei, Hisilicon

Title:
Reduce complex of Key Derivation Function negotiation 
Document for:
Approval

Agenda Item:
8.5
1
Decision/action requested

It is requested to approve the proposed pCR content for subclause 9 of TR 33.841.
2
References

3
Rationale

The KDF negotiation mechanisms have been already supported by many security mechanism, e.g. EAP-AKA’, TLS 1.3, etc. For EAP-AKA’, the peers could negotiate KDF in attribute AT-KDF in EAP-AKA’/Respond message. For TLS 1.3, the peers could negotiate KDF in key exchange message. Thus, it is widely used in the new security mechanism.
KDF negotiation mechanism is a good way to negotiate both key length and algorithms, so, it could defend the worst case that the algorithm is broken. However, it is likely to be complex to involve KDF negotiation into 5G system, because there are many NEs which need to negotiate KDFs between UE, e.g. gNB, AMF, SEAF, AUSF, UDM. There may be more additional overhead in the signalling. 

So, how to reduce the complex in 5G system shall be considered, it should not simply deny the solution. Thus, the contribution deletes the description in clause 9.3, and add a new clause to the specification.
4
Detailed proposal
*************** Start of Change 1 ****************
9.3 Ensuring Key Derivation Functions support variable length keys 
All key derivation functions should allow for variable length output. In some cases, a derivation function will generate 128-bit keys; in others it will generate 256-bit keys. As identified in point 9.1, intermediate keys in the hierarchy may have variable length as well. To ensure cryptographic separation, the desired output key length or lengths (if several keys are being derived at once) should be provided as an input parameter to the KDF. 


*************** End of Change 1 ****************
*************** Start of Change 2 ****************
9.X Reduce complexity of Key Derivation Function negotiation

Supporting both variable length keys and variable KDF algorithms would benefit from addressing negotiation of both the size of the keys to derive and the KDF used to derive the keys in the same procedures. Many existing security mechanisms already support KDF negotiation. 

KDF negotiation in the 5G system becomes quite complex because there are many Network Entities that need to negotiate KDFs with the UE, e.g., gNB, AMF, SEAF, AUSF, UDM and potentially introduce additional overhead in the signalling.

If KDF negotiation is supported in the 5G system design consideration should be taken, for example, to reuse the existing signalling, combine two negotiations, etc.

*************** End of Change 2 ****************
