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1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TR 33.841. 
2
Rationale
If adopted, 5GS will have variable size keys and MAC-I tags. This PCR is addressing co-existence of different size keys and MAC-I tags.
3
Detailed proposal

*** BEGIN CHANGES ***
9
Study of coexistence of different size keys and key size negotiation.

Editor's note: This section needs to be reviewed once content in the clauses above has been added.

Editor's Note: This section will contain study on key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future, particularly taking into consideration roaming situations.

Editor's Note: This section will also contain study on coexistence of different size keys: In 3GPP networks, 256-bit keys in 5G will need to coexist with 128-bit keys in legacy networks or earlier 5G phases.  This entails storage of keys and separate key derivation algorithms both on the UE and in the core network.
9.1 Ensuring system parameters support variable length keys 
Since the 5G system will be expected to support 128-bit as well as 256-bit keys, it cannot be assumed that any such key is of a fixed length. Accordingly, all messages, fields and other parameters communicating cipher keys and integrity keys in the 5G system should allow for the fact that the associated key has variable length. 

The entropy of other keys in the key hierarchy (KSEAF, KAMF, KgNB etc.) is decided by the entropy of long term key. As a general principle, it would be desirable to preserve as much entropy as possible through the key hierarchy.  Even if independent 256-bit ciphering and integrity keys derived from 256-bit K is established between the UE and any node, entropy of the keys is 256 bits. Accordingly, messages, fields and other parameters communicating other keys in the hierarchy should allow for the fact that the associated key may have variable length.
9.2 Ensuring system parameters support variable length MACs, AKA messages etc.  
Using a 256-bit key with – for example – a 32-bit MAC or a 64-bit AUTN or RES looks unusual going forwards. While standardizing increased key lengths, 3GPP should take the opportunity to revise the maximum lengths of other input and output parameters, in order to facilitate a consistent security level. 

Accordingly, all messages, fields and other parameters communicating inputs and outputs to AKA, or output from any integrity algorithm in the 5G system, should allow for variable lengths. Again, to avoid making multiple changes in future specifications, it is proposed not to set upper bounds on lengths in any of these constructions e.g. to use LV or TLV constructions. 

9.3 Co-existence between 128-bit and 256-bit key lengths.  
If future releases support 256-bit key size, a secure negotiation protocol has to be established to ensure mitigation against bidding down attacks. 
Editors Note: This requires further investigation on how this can be achieved and on the key entropy.
9.4 Co-existence between multiple or variable lengths MAC tags.  
Rel-15 5GS supports 32-bit MAC-I. If future releases support larger MAC-I size(s), a secure negotiation protocol has to be established to ensure mitigation against bidding down attacks. 
Editors Note: Granularity of application for larger MAC-I is FFS.
Editors Note: This requires further investigation on how this can be achieved.
*** END OF CHANGES ***


