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1
Decision/action requested

To agree the proposed pCR for CAPIF-Sec TS 33.122
2
References

[1]
3GPP TS 33.122: Security Aspects of Common API Framework for 3GPP Northbound APIs.
[2]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs

3
Rationale

TS 23.222 [2] specifies hiding of topology of the PLMN trust domain from the API invokers accessing the service APIs outside the PLMN trust domain. If topology hiding policy is enabled, then during discovery of service APIs, the CAPIF core function shall respond with communication entry point of API exposing function (AEF), which exposes the service API and acts as topology hiding entity. In such a case, the security on CAPIF-2e (between API invoker and API exposing function) shall terminate at AEF that acts as topology hiding entity, so that no further service API interface details are exposed to detect the exact topology.
Editor’s Notes are also removed since these clauses now have descriptive text.

It is proposed to SA3 to agree this pCR for CAPIF-Sec TS 33.122 [1].
4
Detailed proposal

****************** Start of Change 1 ************************
5.1
Security procedures for CAPIF-1e reference point 

5.1.1
Authentication and Authorization


For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and API Invoker using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for CAPIF-1e interface. The support of TLS on CAPIF-1e interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.

API invoker and the CAPIF core function shall negotiate a security method that shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. After successful mutual authentication on CAPIF-1e interface, the CAPIF core function shall choose the security method, based on the API invoker’s subscribed service APIs and access scenarios and sends the chosen security methods along with the information required for authentication of the API invoker at the AEF to the API invoker.

When topology hiding is enabled, the TLS on CAPIF-2e shall terminate at the AEF that acts as the topology hiding entity.

****************** End of Change 1 ************************

