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Abstract of the contribution: Some clarifications to Key Issue 1, highlighting the fact that it may not always be obvious when a secret key has been discovered by an attacker.  The security requirements are also made more precise.
1. Introduction

Key Issue 1 describes the case in which a secret key K has been exposed to an attacker.  The current text assumes that the mobile operator knows that K has been exposed to an attacker – but that may not always be the case.  Not all K leakages will leave obvious traces, and not all exploits will leave obvious traces either.  We propose some text changes to make this point clearer.
We also propose some further clarification to the security requirements.  Finally, we make a few minor editorial corrections.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
7.1
Key Issue 1: individual subscription - K exposed

7.1.1
Issue description
This Key issue is where an individual subscription key K is exposed by some means.  This may happen due to:

-
a security compromise at the factory (UICC vendor or subscription manager) where K is generated.

-
a compromise of the mobile operators’ equipment or software.

-
an insider attack on the key store at a network operator or UICC vendor.

-
a local attack (e.g. side channel) on the UICC in the supply chain.

-
a local attack (e.g. side channel) on the UICC while temporarily "borrowed" from the customer.

-
by accident due to misconfiguration in the mobile operator network.

For this key issue, only one subscription is compromised and no information is exposed that could reduce the security of any other subscription.
7.1.2
Threat Description
An attacker who knows the K for a specific subscriber may be able to:

- decrypt encrypted communications that are taking place or were pre-recorded.

- clone a USIM subscription and use services that the cloned subscriber may be billed for.
However for these attacks to succeed, the attacker would also need to know (or be able to guess) other parameters such as OP/OPc, TOP/TOPc, and (for some attacks) the sequence number system being used.

The home network operator has many ways of detecting cloning attacks such as frequent re-synching of sequence numbers, wrong re-synch procedures used, same subscription active at two distant locations, USIM not OTA updatable.  It will typically be much harder, however, to detect passive eavesdropping attacks.
For a customer, the consequences are that their service may become more unreliable, their calls and data may be eavesdropped and they may be billed incorrectly.

The consequence for the operator is that as there is only one customer affected, a replacement of the UICC is far less costly (than a mass replacement of UICCs).  For an IoT UICC this may still be very costly due to the location of the UICC and the access required to change it.  Moreover, an operator is likely only to replace a UICC if its key is known to be compromised; if the attacker is able to keep the compromise secret (e.g. only carrying out passive eavesdropping attacks) then the operator is likely to remain unaware and therefore takes no action.
If this attack is due to a systematic failure, the network operator may suffer loss of reputation and / or punishment from a regulatory body.
7.1.3
Security requirements
The home network operator shall have a means to change the K/OPc or K/TOPc combination being used for 3GPP authentication on a specific USIM.  It is expected that this change will be infrequent.

Where used, the communication used to transport a new K/OPc or K/TOPc shall be both tamper resistant and confidentiality protected by a suitably strong means.

Where communication is used to indicate the K/OPc or K/TOPc to use, it shall be initiated by the home operator and shall be tamper resistant, replay protected and optionally confidentiality protected by a suitably strong means.
~ ~ ~ End of first text proposal ~ ~ ~
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