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SBA evening session – 17th April 2018

 Meeting time: 7:30pm until no later than 9:00pm

Objectives: Agree list of open issues on SBA and assign a champion for each one

Proposed working method:

1) Agree list of open issue

2) Assign Champions

3) Record possible post Rel-15 issues

Offline session closed at 20:35pm.

Evening session output 

The aim of the evening session was to agree on open issues in SBA and agree a Champion for each open issue. Champion’s role is to drive the work to a CR on their assigned topic for SA3#91-bis meeting.

	#
	Open Issue
	Champion

	
	N32 open issues
	

	1
	Message re-writing
	Nagendra

	2
	Session key negotiation

· SEPP-to-SEPP

· Operator-to-IPX?

· Key agreement and refreshment
	Tim

	3
	Symmetric vs. asymmetric cryptography

· agreed: separate integrity and encryption keys

· agreed: symmetric for encryption

· FFS: integrity protection
	Flo

	4
	Protection policies for the local SEPP

· selecting the option(s) for policy provisioning?

· what will be standardized for Rel15?

· what granularity of the scope?
	Sander

	5
	Provisioning of protection policies for the SEPP over N32
	Sander

	6
	Format for protection policies
	Christine

	7
	Initial handshake

· Cipher Suite Negotiation
· SEPP to SEPP authentication

· possible dependency with open issue 2?
	Nagendra

	8
	Application of ciphering/integrity protection to JSON object using JOSE

· JOSE profile
	Christine

	9
	NF to NF authorization in inter-PLMN communication
	Juha

	10
	TLS issues relating to inter-PLMN routing
	Juha

	11
	IPX message modifications

· Integrity protection

· Authorisation of intermediaries

· Relates to open issue 1
	Alf

	12
	Error handling over N32
	Nagendra

	13
	Impact of malicious message over N32

· e.g. Flooding, fraudulent message

· Mitigations
	Hans

	
	
	

	
	Other open issues
	

	14
	CT4 Reply LS regarding SBI design and its security implications
	Alf

	15
	Error handling of security related aspects in service layer procedures

· E.g. authorisation failure
	Fuwen

	16
	LS to update CT3/4 on SA3 status on security related API requirements
	Hans

	
	
	

	
	Possible post Rel-15 issues
	

	
	Secure registrations of NFs
	


