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1
Decision/action requested

This document proposes to add a SEPP based solution for fraudulent Registration Request attack prevention to the SBA Living Document.
2
References
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S3-180888 Living Document: Security of Service Based Architecture of 5G phase 1

3
Rationale

In the contribution S3-181285, a fraudulent Registration request attack is discussed. This is the companion PCR for S3-180888.

4
Detailed proposal

***********************Start of the first change************************
4.2.x Key Issue #x: Fraudulent registration message attack over N32 interface
4.2.x.1 Key issue detail
The fraudulent Registration Request attack is a serious and common attack that may occur in roaming scenarios, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM that are not actually present in the visited network. A fraudulent visited network that has a valid roaming relationship with the home operator may request authentication vectors from the home network and subsequently send an Update Location request for subscribers that are not actually present in the visited network. They may hope to be able to obtain additional revenue by claiming charges for the allegedly visiting subscriber.  
As specified in the following figure, the serving network B is a roaming partner of the home network, so the AMF in the serving network B may normally interact with UDM in the home network at any time. A malicious AMF in the serving network B may fake a registration request message including faked PLMN ID A to the UDM at any time after the UE registered to the serving network A successfully. The UDM verifies the authentication result based on SUPI and PLMN ID A. The UDM informs the old AMF to deregister the subscriber corresponding to SUPI. The old AMF deletes the MM context and notifies the related SMF to release the PDU sessions. 
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Figure 4.2.x-1: Fraudulent registration request attack scenario

A practical scenario of the above attack is that an internal employee of a regular operator B may configure the AMF, the employee may intentionally change the PLMN ID B to the PLMN ID A of other operators' networks, which may deregister a large number of UEs registered in the network A. 

Alternatively, both operator A and operator B are roaming partners of the home network, and they are in a competitive relationship in the same roaming area. The operator B may ruin the reputation of the operator A through the above attacks for malicious competition.

The reason why the above attack may be realized is that the NF of the home network cannot know whether the PLMN ID in the registration request message matches the serving network of AMF. Moreover, there are many other services provided by the home network to the serving network, e.g. vSMF~hSMF, vPCF~hPCF, vAMF~hAUSF. The above attack may also happen for these services. 
4.2.x.2 Security threats
The subscriber may be deregistered and may not be able to visit the network for a long time, which is a denial of service attack against the user.
4.2.x.3 Potential security requirements
The home network (or the serving network) shall be able to verify whether the PLMN ID in the N32 message from the serving network (or the home network) is correct.
***********************End of the first change***************************
***********************Start of the second change************************
4.3.y Solution #y: Mitigation against fraudulent registration attack between SEPPs
This solution addresses Key Issue #x: Fraudulent registration message over N32 interface.
To mitigate this attack, the VSEPP shall generate a secret based on the certificate which negotiated between SEPPs and the PLMN ID (MCC and MNC in NF ID), or the VSEPP shall generate a signature by using the PLMN ID and its private key. The VSEPP shall send the secret or signature together with the PLMN ID to the HSEPP through the N32 message. The HSEPP shall verify the secret based on the certificate and the PLMN ID, or verify the signature based on the serving network’s public key and the PLMN ID. The HSEPP shall send a response to the VSEPP through the N32 message.
***********************End of the second change***************************
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