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1
Decision/action requested

It is proposed to add the described solution to the living document on SBA.
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3
Rationale

When initiating SBA security work, SA3 endorsed a set of security goals that should be met in 3GPP Release 15. While some of those have already been addressed, the following still requires attention and specification by SA3:
“Goal #4
Authorization should consider the network edge, each NF, and the NRF.” [1]
According to the Rel-15 architecture description [2], both NRF and NF may be involved in a two-step approach for service authorization. Utilizing this mechanism, different levels of authorization decisions can be efficiently spread out amongst the involved network elements in intra-PLMN communication. It is only reasonable to build authorization for inter-PLMN communication on the same mechanisms and to extend them accordingly. As the Security Edge Protection Proxy (SEPP) is responsible for protecting not only outgoing signaling messages, but also its own PLMN from potentially malicious incoming messages on N32, there is a security benefit in enforcing an additional authorization, or rather anti-spoofing meachanism, directly on the network edge. This proposal outlines a possible solution for such mechanism within the SEPP, based on some of the Common Data Types for SBI defined in [3].
4
Detailed proposal

*** Start of changes ***

4.3.X Solution #X: N32 message anti-spoofing within the SEPP
As the first point of contact for incoming signalling messages on N32, it is the responsibility of the Security Edge Protection Proxy to protect the PLMN and its NFs from malicious messages. Such messages might contain spoofed JSON content within the HTTP body in oder to obtain unauthorized service access or obtain information about the topology of a given PLMN. Therefore, SEPP shall be able to perform anti-spoofing on incoming messages, enforcing the following plausibility checks:

-
Matching of MNC and MCC: If MCC and MNC or PLMN-ID is contained in an incoming message on N32, the receiving SEPP shall verify that the combination of MCC and MNC is valid.

-
Validation of the originating SEPP’s certificate: The receiving SEPP shall validate the TLS certificate of the originating SEPP. This includes matching of the originating FQDN with the one that the certificate was issues for. 

-
Matching of MNC and MCC and SEPP FQDN: If MCC and MNC or PLMN-ID is contained in an incoming message on N32, the receiving SEPP shall verify that the originating SEPP’s FQDN matches the one expected for the contained PLMN-ID.
-
Matching of SUPI and expected SUPI-range: If the SUPI is contained in an incoming message on N32, the receiving SEPP shall verify that it is either within the operators own SUPI-range or the pre-configured SUPI-range of an associated roaming partner.

In case any of the above-mentioned checks fail, the SEPP shall discard the incoming message.
*** End of changes ***
