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1
Decision/action requested

Endorse.
2
References

Documents from SA3#91 in http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_91%20Belgrade/Docs/
3
Rationale

In SA3#91 a huge number of CRs against TS 33.501 was submitted after the TS being under change control. Since there is one more meeting cycle (SA3#91bis) before all CRs will be implemented for SA approval, it was suggested to create CRs based on clauses, so called “clause-CRs”.

Input documents were either endorsed by the group for merging into such clause-CR or noted. Often one input document was touching several clauses and was then split to become input to several clause CRs because of this working process.

All clause-CRs should be endorsed by the end of this meeting as input to the TS, but are possibly going to be modified in the next meeting, since no SA approval yet. 

Thus, it is suggested for SA3#91bis, if an input document is touching one of the CRs listed in below table, that it should be brought up against it. By this the correct baseline from agreed CRs in SA3#91 is shown.

After discussion in SA3#91bis the chair will decide if the new input document will be included in a living CR or how to  treat it otherwise.
4
Detailed proposal
(1) Endorse working procedure for next meeting:
· Create tdoc of type “Other” if addressing a clause modified by Living CR(s) listed below
· use the following format for each clause included

************* START OF CHANGES *************

**** Change X (based on Living CR S3-18XXXX) ****

… etc.
************** END OF CHANGES **************

· Copy the clause to be touched into the tdoc

· accept the changes from Living CR clause 

· add own modifications with revision marks

· agreed changes will most likely be merged into the Living CR

· Create tdoc of type “CR” if it does not clash with Living CR(s) content
· How to deal with the situation if one wants to apply changes to several clauses?
Create tdoc of type “Other” and use the following format for each clause included

************* START OF CHANGES *************

*** Change X (based on Living CR S3-18XXXX) ***
*** Change Y (based on TS 33.501 f.0.0) ***

************** END OF CHANGES **************

(2) Endorse the following table of collection of “clause-CRs”, which shows all agreed documents from the meeting to be integrated by clauses.
Input to many clauses expected by

 (was S3-181439)

NTT DOCOMO
@Mini-Rapporteurs: If possible, include them already in your clauses.

@Mirko: 1439 should be implemented as the last doc for the new TS and only be considered if still reasonable because of changes in the Living CRs.
	Living CRs
	Title
	Clause
	Editor
	CR no
	Documents merged into clause-CR

	S3-181576
	Editorials to 33.501
	Many
	DCM
	
	was 1439 – open docs pls. check against it

	S3-181150
	References
	
	ZTE
	Existing CR
	

	S3-181475
	Clarifications to: Definitions and Abbreviations 
	3,4
	Nokia
	Existing CR 0152


	Based on S3-181436 (Nokia)

S3-181165 (KPN)

S3-181319 (QC)


	S3-181462
	Clarifications to: Requirements
	Clause 5 


	Nokia
	New CR 0161


	S3-181287 (Nokia)

S3-181467 (Nokia,Gemalto - was 288)

S3-181226 (CATT)

S3-181227 (CATT)
S3-181492 (Nokia was 1295) 
S3-181500 (Lenovo) 
1155 (ZTE)

S3-181576 (DCM 1439)

S3-181577 (Nokia S3-181411)

S3-181581 (Only change 3 of S3-181143)

	S3-181440 
	F1-C Protection
	Clause 5
	Orange
	
	S3-181280

	S3-181578
	Reference corrections in clause 6
	Clause 6
6.2.2.1, 6.4.2.1, 6.9.4.4
	Nokia
	
	S3-181412


	S3-181460
	Clarifications to: Authentication framework
	Clause 6.1.1
	KPN
	New CR 0160


	S3-181165 (KPN)

S3-181291 (Nokia)

S3-181464 (ERI – was 356)

S3-181166 (KPN)

S3-181576 (DCM 1439)

	S3-181465
	Clarifications to: Initiation of authentication and selection of authentication method
	Clause 6.1.2
	Nokia
	Existing CR 0084
	Based on S3-181293 
S3-181466 (ZTE – was 154)



	S3-181453
	Clarifications to: Authentication procedures
	Clause 6.1.3
	Ericsson
	Existing CR 0115


	Based on S3-181344 (ERI)

S3-181345 (ERI)

S3-181346 (ERI)

S3-181349 (ERI)

S3-181351 (ERI)

S3-181165 (KPN)

S3-181461 (update of 1167) (only second ch. ed.note)

S3-181292 (Nokia) 
S3-181156 (ZTE)

S3-181153 (ZTE)

S3-181298 (HW)

	S3-181463
	Clarifications to: Linking increased home control to subsequent procedures
	Clause 6.1.4
	Nokia
	Existing CR 0081


	Based on S3-181290 (Nokia)


	S3-181434

Living CR
	Clarifications to: Key hierarchy, key derivation, and distribution scheme
	Clause 6.2
	NEC
	CR ???
	Based on S3-181434 (ERI, NEC, ZTE, Nokia – was merger of 1147, 1357,1372)

S3-181337 (Nokia)

S3-181133 (ZTE)

S3-181151 (ZTE)


	S3-181354
standalone CR
	Generalization of key derivation in NG-RAN to cover both gNBs and ng-eNBs
	Clause 6.2
	ERI
	CR 0125
	S3-181354 (ERI) 


	S3-181455
	Clarifications to: Security contexts
	Clause 6.3
	KPN
	New CR 0156


	S3-181349 (ERI)

	S3-181512
	Add condition for reset NAS COUNTs
	Clause 6.4.5
	ZTE
	
	In meeting minutes it is mentioned that there is a clash with 512!

	S3-181544
	Clarifications to: NAS security mechanisms
	Clause 6.4.6
	ZTE
	
	S3-181544



	S3-181567
	Clarifications to: Security aspects of SMS over NAS
	Clause 6.4.7
	ERI
	Existing 0012
	1144 (ZTE)

1193 (HW)

1299 (ERI)



	S3-181547
	Multiple NAS connections 
	Several clauses addressed!
	ERI
	
	S3-181308 (ERI) (baseline)
Ed.note: Need for  expliti ind. and NAS SMC to signal whether the shared security contextext needs is to be activated simultaneaously on both legs. Put under 6.4.2.

S3-181217 (HW)
S3-181162 (ZTE)
S3-181134 (ZTE)

S3-181307 (ERI)
In meeting minutes - Clash with 512!

	S3-181521
	Clarifications to: RRC security mechanisms
	Clause 6.5
	LG
	New CR 0165
	S3-181266 (LG)

	S3-181520
	Clarifications to: UP security mechanisms
	Clause 6.6
	HW (Rong)
	Existing CR

0066
	S3-181257 (HW)

S3-181522 (LG  - was 1267)

	S3-181518


	Clarifications to: Security algorithm selection, key establishment and security mode command procedure
	Clause 6.7

Attention, 518 is not including full 6.7


	HW (Ahmed)
	
	S3-181224

S3-181268 (LG)
S3-181546 (from1146 ZTE, 1319 QC)



	S3-181456
	Clarifications to: Security handling in state transitions
	Clause 6.8
	Nokia
	New CR 0157


	S3-181349 (ERI)
S3-181576 (DCM 1439)

	S3-181511
	Clarifications to: Security handling in mobility
	Clause 6.9
	QC
	CR 0163
	S3-181510 (QC - was S3-181326)
S3-181513 (ZTE – was S3-181138) 



	S3-181496
	Clarifications to: Subscription identifier privacy
	Clause 6.12
	ERI
	Existing CR
	S3-181393 (ERI)

S3-181498 (CATT was 1230)

S3-181476 (NEC, DCM, Nokia)

S3-181499 (QC was 1333)
S3-181498 (CATT- was 1230) ???
S3-181576 (DCM 1439)


	S3-181340
	Misleading title given to clause 6.13
	Clause 6.13
	Nokia
	Existing CR
	1340



	S3-181574
	Authentication for Untrusted non-3GPP Access
	Clause 7.2
	HW (He)
	CR 0165
	S3-181573 (HW was 1219)

S3-181575 (HW was 1282)

S3-181363 (Nokia)

	S3-181329
	Clarifications to Handover procedure from 5GS to EPS over N26
	Clause 8.3.2
	QC
	
	329 (QC) 

	S3-181579
	Reference corrections in clause 8
	Clause 8
	Nokia
	
	1413

Change 4 reference – 6.7.2

	S3-181570
	Clarifications to Handover from EPS to 5GS over N26
	Clause 8.4
	QC
	Existing CR
	S3-181330 (QC)

S3-181311 (ERI)



	S3-181572
	Clarifications to Idle mode mobility from 5GS to EPS
	Clause 8.5
	ERI
	
	S3-181300 (ERI)

S3-181301 (ERI)



	S3-181571
	Clarifications to mapping of security contexts
	Clause 8.6
	ERI
	Existing CR
	 S3-181310 (ERI)



	S3-181457 
	Corrections to: Security procedures for non-service based interfaces
	Clauses 9.1-9.5

(Note: in 1458 clause 9.6 and 9.7 are voided)
	DCM
	New CR 0158 


	ERI 0351 Changes (voiding 9.6.an 9.7) went to new Clause X in CR S3-181458


	S3‑181568 
	CR to Clause 10.2.1 on Emergency Call redirection 
	Clause 10.2.1 
	Nokia
	
	

	S3-181582


	
	Clause 10

Clause 12
	Nokia
	
	1437

Remove notes

Cover sheet

	S3-181569
	Updates to Secondary Authentication Procedure
	Clause 11.1
	HW (Zander)


	Existing CR 0064
	250 (HW)

376 (ID)

228 (CATT)

373 (NEC)

Nokia - change 1 of 1414



	S3-181486


	Intra PLMN NF to NF authentication
	Clause 13.1, 13.3
	Ericsson
	Existing CR
	S3-181486

	S3-181487
	Clarifications to: Authorization of NF service access
	Clause 13.4
	Huawei
	Existing CR
	S3-181206 (Huawei, Hisilicon)

S3-181484 (Huawei, Hisilicon)

S3-181385 (Nokia)

	S3-181458
	Corrections related to authentication related services  
	New Clause X (14?)  (and deletion of 9.6+9.7)
	ERI
	New CR 


	S3-181351 (ERI) -v2
S3-181286 (Nokia)

S3-181289 (Nokia) 

	
	
	
	
	
	

	Living CR 
S3-181454

	Clarifications to: Key derivation functions
	Annex A
	Nokia
	CR 0155


	S3-181346 (ERI)

S3-181350 (ERI)

S3-181469 (Nokia – was 1296) 
S3-181511 (QC) - parts
Annex from 1310 (ERI)

S3-181576 (DCM 1439)

Nokia - change 2 of 1414
S3-181510 (QC)


	S3-181354


	Attention: 

Part of S3-181354 

Is touching the Annex 
	Annex A
	From ERI
	
	

	S3-181470
	Clarifications to:

Using additional EAP methods for primary authentication

	Annex B
	ERI
	Existing CR 0118


	Based on S3-181347 (ERI)

S3-181471 (ERI – was S3-181348) 

S3-181472 (Nokia) 

(1472 includes 1260 (HW) update!)

S3-181580 (was Nokia - change 3 of 1414)

	Living CR

S3-181495
	Clarifications to: Protection schemes for SUCI
	Annex C
	DCM
	CR 0162
	S3-181497 – (ERI – merger of 1341 + 1342)

Editorials from S3-181439 (DCM)

Attention: additional CR 1334 on Annex C

	S3-181334

	Delete Editor’s Note in C.3.4.3
	Annex C
	Agreed doc
	CR 0107
	From QC – on deletion of ed.note.


