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**** START OF CHANGES
9
Security procedures for non-service based interfaces 

9.1
General
This clause applies only to signalling interfaces, with the exception of N3 (user plane interface between the access network and the core network). 

9.2
Security requirements and procedures on N2


N2 is the reference point between the AMF and the 5G-AN. It is used, among other things, to carry NAS signalling traffic between the UE and the AMF over 3GPP and non-3GPP accesses. The following requirements shall apply:
The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected.
In order to protect the N2 reference point, IPsec ESP and IKEv2 certificates based authentication as specified in clause 9.5.1 of the present document shall be implemented. 
IPsec is mandatory to implement on the gNB. 
On the core network side, a SEG may be used to terminate the IPsec tunnel.
NOTE: 
The use of cryptographic solutions to protect N2 is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.
Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

9.3
Security requirements and procedures on N3 

N3 is the reference point between the 5G-AN and UPF in the core network. It is used to carry user plane data from the UE to the UPF. The following requirements shall apply:
The transport of user data over N3 shall be integrity, confidentiality and replay-protected.
In order to protect the traffic on the N3 reference point, IPsec ESP and IKEv2 certificates based authentication as specified in clause 9.5.1 of the present document with confidentiality, integrity, and replay protection shall be implemented. 
IPsec
 is mandatory to implement on the gNB. 
On the core network side, a SEG may be used to terminate the IPsec tunnel.
NOTE: 
The use of cryptographic solutions to protect N3 is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.
Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

QoS related aspects are further described in clause 9.5.1 of the present document.

9.4
Security requirements and procedures on Xn

Xn is the interface connecting 5G-RAN nodes. It is used to carry signalling and user plane data. The following requirements shall apply:
The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected.
In order to protect the traffic on the Xn reference point, IPsec ESP and IKEv2 certificates based authentication as specified in clause 9.1.2 of the present document with confidentiality, integrity and replay protection shall be implemented. 
IPsec
 shall be supported on the gNB.

NOTE: 
The use of cryptographic solutions to protect Xn is an operator's decision. In case the gNB has been placed in a physically secured environment then the 'secure environment' includes other nodes and links beside the gNB.
QoS related aspects are further described in clause 9.5.1 of the present document.
9.5
Interfaces based on DIAMETER or GTP

9.5.1
Protection at the network layer


 The solution from EPS for protection at the network layer can be adapted for 5GS. 
The protection of IP based interfaces for 5GC and 5G-AN shall be supported according to NDS/IP as specified in TS 33.210 [3]. Traffic on interfaces carrying control plane signalling shall be integrity and replay protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 

NOTE:
According to TS 33.210 [3] and TS 33.310 [5], in case control plane interfaces are trusted, then the use of protection based cryptographic mechanisms is not needed. 
Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [4] as profiled by TS 33.210 [3]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 
Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. The certificates shall be implemented according to the profile described in TS 33.310 [5]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [5].

QoS considerations
If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header's DSCP, the resulting traffic may be reordered to the point where the receiving node's anti-replay check discards the packet. 
If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [6]. 

Editor's Note: This might need to be revised depending on the progress on the QoS architecture in other working groups.

Editor’s Note: Intro of  “9.5.2
Protection at the application layer“ is  ffs. If added,  following 2 parts of earlier ed.notes need to be addressed. (1)
Solutions in this sub-clause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations. 
(2) This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.9. It is to take into account the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 

Editor's Note: it is ffs whether a sub-clause „9.5.3
Authorization aspects“ is needed. It was implicit in NDS/IP in earlier generations, but application layer protection may entail new aspects. 

**** END OF CHANGES

�IPsec ESP ??


�IPsec EPS ??





