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1
Decision/action requested

This contribution proposes text for annex.
2
References

[1]


3GPP TS 33.501 v f.0.0: “Security architecture and procedures for 5G System”.
3
Rationale

As a reponse to the request in 3GPP SA3#90 meeting, this contribution summarizes security characteristics in TS 33.501 [1].
4
Detailed proposal

*************** Start of Change 1 ****************
To Rapporeur: all text is new
Annex A: 
5G security characteristics (informative)
A.1
Security options that service provider can request to configure
	Characteristics
	Sub-Characteristics
	Options

	Secondary authentication
	
	On

	
	
	Off

	User Plane

	Encryption
	On

	
	
	Off

	
	
	Preferred

	
	Integrity
	On

	
	
	Off

	
	
	Preferred


A.2
Security options according to an operator’s policy
	Characteristics
	Sub-Characteristics
	Supported Methods 

	Primary Authentication
	
	5G-AKA (Mandatory)
EAP-AKA’ (Mandatory)
EAP-TLS and other EAP methods (Informative)

	Secondary authentication
	If secondary authentication is On, the supported EAP methods
	Optional methods (non-exhaustive list)

EAP-TLS

EAP-PSK

EAP-TTLS

EAP-IKEv2

EAP-FAST

	User Plane
	Encryption
	NEA0 (Mandatory)
128-NEA1 (Mandatory)
128-NEA2 (Mandatory)
128-NEA3 (Optional)

	
	Integrity
	128-NIA1 (Mandatory)
128-NIA2 (Mandatory)
128-NIA3 (Optional)

	Control Plane
	Encryption
	NEA0 (Mandatory)
128-NEA1 (Mandatory)
128-NEA2 (Mandatory)
128-NEA3 (Optional)

	
	Integrity
	
128-NIA1 (Mandatory)
128-NIA2 (Mandatory)
128-NIA3 (Optional)


	Characteristics
	Sub-Characteristics
	Options

	Control Plane (RRC and NAS)
	Encryption
	On

	
	
	Off

	
	Integrity
	On

	Key storage
	K_AUSF storage in AUSF
	On

	
	
	Off

	
	K_SEAF storage in SEAF
	On

	
	
	Off

	SUCI encryption methods


	
	NULL scheme

	
	
	Public Key encryption scheme


*************** END of Change 1 ****************
