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**** START OF CHANGES
********** change 1 **********
8.3.2
Procedure
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Figure 8.3.2-1 Handover from 5GS to EPC over N26

NOTE 1:
This procedure is based on clause 4.11.1.2.1 in TS 23.502 and only includes steps and description that are relevant to security.
If the UE is initially registered and connected to the 5GC, the 5GC has a current security context for the UE. The current 5G security context may be a mapped 5G security context resulting from a previous mobility from EPC, or a native 5G security context resulting from a primary authentication with the 5GC. 
1.
The gNB sends a Handover Required message to the AMF, including UE’s identity and UE’s security capabilities.
2.
When the source AMF performs a handover procedure to the EPC, after checking the UE's access rights and security capabilities, the source AMF shall prepare a UE context including a mapped EPS security context for the target MME. To construct the mapped EPS security context, the source AMF shall derive a K’ASME using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause 8.6.1 and then increments its stored downlink 5G NAS COUNT value by one. 

The source AMF shall select the EPS NAS algorithms identifiers (it has stored) to be used in the target MME at interworking handover to EPS, for encryption and integrity protection.

NOTE 2: 
A legacy target MME is expecting to receive the selected EPS NAS algorithms identifiers over N26 from the source AMF as the target MME belives the source AMF is another MME. The source AMF has therefore provisioned the EPS NAS security algorithms identifiers to be used at interworking handover to EPS to the UE in the 5G NAS SMC in 5G access as described in clause 6.7.2.  The target MME could re-select different EPS NAS algorithms though to be used with the UE by running a NAS SMC in the following Tracking Area Update procedure.

The source AMF shall further derive EPS NAS keys (i.e., KNASenc and KNASint) from the new K'ASME key with the selected EPS NAS security algorithm identifiers as input, to be used in EPC as described in Annex A.7 in TS 33.401 [10]. The uplink and downlink EPS NAS COUNT associated with the derived EPS NAS keys are set to 1. The eKSI for the newly derived K’ASME key is defined as described in clause 8.6.1.
The source AMF shall also derive the initial KeNB key from the K'ASME key as specified in Annex A.3 of TS 33.401 [10]. The source AMF subsequently derives NH two times as specified in clause A.4 of TS 33.401 [10]. The {NH, NCC=2} pair is provided to the target MME as a part of UE security context in the Relocation Request message. 

3.
The source AMF shall transfer the UE security context (including new K'ASME, newly derived EPS NAS keys, eKSI, uplink and downlink EPS NAS COUNT’s, UE EPS security capabilities, selected EPS NAS algorithms identifiers) to the target MME in the Relocation Request message. The UE NR security capabilities may be sent by the source AMF as well.

4.
The target MME needs to include the {NH, NCC=2} pair and the UE security capabilities in the S1 HANDOVER REQUEST message to the target LTE eNB. The UE security capabilities include the UE EPS security capabilities received from the source AMF.

5.
Upon receipt of the S1 HANDOVER REQUEST from the target MME, the target LTE eNB shall compute the KeNB to be used with the UE and proceed as described in clause 7.2.8.4.3 in TS 33.401[10]. 

6.
The target MME shall includes the target to source transparent container received from the target LTE eNB in the Relocation Response message sent to the source AMF.

7.
The source AMF shall include the target to source transparent container in the Handover command sent to the source gNB.

8.
The source gNB shall include the target to source transparent container in the Handover command sent to the UE. 


Upon the reception of the Handover Command message, the UE shall derive the mapped EPS security context, i.e. derive  K'ASME from KAMF as described in clause 8.6.1 using the current downlink 5G NAS COUNT. and After the derivation the UE shall increment its stored downlink 5G NAS COUNT value by one.

9.
 The eKSI for the newly derived K'ASME key is defined as described in clause 8.6.1. The UE shall also derive the EPS NAS keys (i.e. KNASenc and KNASint) as the AMF did in step 2 using the EPS NAS security algorithms identifiers stored in the ME and provisioned by the AMF to the UE in 5G NAS SMC in earlier 5G access. The UE shall also derive the initial KeNB from the K'ASME and the uplink  NAS COUNT as specified in Annex A.3 of TS 33.401 [10]. 

The UE shall also derive the {NH, NCC=2} pair and further derive the KeNB to be used with the UE by performing the key derivation defined in Annex A.5 in TS 33.401[10]. The UE shall derive the AS RRC keys and the AS UP keys based on the KeNB and the received AS EPS security algorithms identifiers selected by the target eNB as described in Annex A.7 in TS 33.401 [10]. The uplink and downlink EPS NAS COUNT associated with the derived EPS NAS keys are set to 1. The UE shall immediately take into use the newly created mapped EPS security context, both for NAS and AS communication.
Upon the reception of the Handover Command message, the UE shall derive the mapped EPS security context as described in clause 8.6.1 using the current downlink NAS COUNT and increment its stored downlink NAS COUNT value. The UE shall also derive the {NH, NCC=2} pair and further derive the AS keys based on the received AS security algorithms selected by the target eNB as described in TS 33.401 [10]. The uplink and downlink NAS COUNT associated with the derived NAS keys are set to 1. The UE shall immediately take into use the newly created mapped EPS security context, both for NAS and AS communication.

********** change 2 **********
8.4.2
Procedure
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Figure 8.4.2-1: Handover from EPS to 5GS over N26

NOTE 1:
This procedure is based on clause 4.11.1.2.2 in TS 23.502 [8] and only includes steps and description that are relevant to security.
As the UE is connected to the EPS, the source MME has a current EPS security context for the UE. The current EPS security context may be a mapped EPS security context resulting from a previous mobility from 5GC, or a native EPS security context resulting from a primary authentication with the EPS.
1.
The source eNB sends a Handover Required message to the source MME, including UE's identity and UE's security capabilities..

NOTE 2:
The source MME checks whether the UE's security capabilities and access rights are valid in order to decide whether it can initiate handover to 5GS.

2.
The source MME selects the target AMF and sends a Forward Relocation Request to the selected target AMF. The source MME includes UE's EPS security context including KASME , eKSI, UE EPS security capabilities, selected EPS NAS algorithm identifiers, uplink and downlink EPS NAS COUNT’s, {NH, NCC} pair, in this message. If the source MME has the UE NR security capabilities stored, then it will forward the UE NR security capabilities as well to the target AMF.
3.
The target AMF shall construct a mapped 5G security context from the EPS security context received from the source MME. The target AMF shall derive a mapped KAMF key from the received KASME and the downlink EPS NAS COUNT of the EPS security context received from the source MME as described in clause 8.6.2. 

Editor's Note: Freshness parameters used in the derivation of the mapped KAMF from KASME is FFS. As an example, the AMF may use {NH, NCC} pair received from the MME as freshness parameters.
If the target AMF receives the UE 5G security capabilities, then the target AMF shall select the 5G NAS security algorithms (to be used in the target AMF for encryption and integrity protection) which have the highest priority from its configured list.

If the target AMF does not receive the UE 5G security capabilities from the source MME, then the target AMF shall assume that the following default set of 5G security algorithms are supported by the UE (and shall set the UE 5G security capabilities in the mapped 5G NAS security context according to this default set):

a.
NEA0, 128-NEA1 and 128-NEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;

b.
128-NIA1 and 128-NIA2 for NAS signalling integrity protection, RRC signalling integrity protection and UP integrity protection.

The target AMF then derives the complete mapped 5G security context. The target AMF shall derive  the 5G NAS keys (i.e., KNASenc and KNASint) from the new K’AMF with the selected 5G NAS security algorithm identifiers as input, to be used in AMF as described in clause A.8. The uplink and downlink 5G NAS COUNTs associated with the derived 5G NAS keys are set to 1. The ngKSI for the newly derived K’AMF key is defined such as the value field is taken from the eKSI of the KASME key (i.e. included in the received EPS security context) and the type field is set to indicate a mapped security context. The AMF shall also derive the initial KgNB from the mapped K’AMF key as specified in Annex A.9. 
The target AMF associates this mapped 5G Security context with ngKSI.

NOTE 3:
The AMF derives a KgNB using the KAMF instead of using the {NH, NCC} pair received from the MME.

4.
The target AMF requests the target gNodeB to establish the bearer(s) by sending the Handover Request message.

The target AMF includes the ngKSI value associated with the mapped 5G security context, , replayed UE security capabilities, the 4 LSB of the EPS NAS downlink COUNT value parameters received from source MME used in the derivation of keys in step 3, the selected 5G NAS security algorithm identifiers and a <NAS-MAC> in a 4G to 5G NAS transparent container, and sends the 4G to 5G NAS transparent containeralong with, the derived KgNB and the UE security capabilities in the Handover Request message to the target gNB. The purpose of this 4G to 5G NAS transparent container could be compared to a NAS SMC message.
5.
The target gNB shall selects the 5G AS security algorithms from the list in the UE security capabilities 
The target gNB shall derive the 5G AS security context, by deriving the 5G AS keys (KRRCint, KRRCenc, KUPint, and KUPenc) from the KgNB and the selected 5G AS security algorithm identifiers as described in Annex A.8. 

The target gNB sends a Handover Request Ack message to the target AMF. It includes the selected 5G AS algorithms, and the 4G to 5G NAS transparent container received from the target AMF (in step 4) in the Target to Source Container, and includes it in the Handover Request Ack message.

6.
The target AMF sends the Forward Relocation Response message to the source MME. The required security parameters obtained from gNB in step 5 as the Target to Source Container are forwarded to the source MME.

7.
The source MME sends the Handover Command to the source eNB. The source eNB commands the UE to handover to the target 5G network by sending the Handover Command. This message includes all the security related parameters in the 4G to 5G NAS transparent container 
obtained from the target AMF in step 6.

8.
The UE derives a mapped KAMF key from the KASME in the same way the AMF did in step 3. It shall also derive the 5G NAS keys and KgNB as the AMF did in step 3. It associates this mapped 5G security context to KSI4G with the ngKSI included in the 4G to 5G NAS transparent container. 

NOTE 4: 
The uplink and downlink NAS COUNT values for the mapped 5G security context shall be set to start value (i.e. 0) in both the AMF and the UE when deriving the NAS keys.

Editor's Note: The key derivation and the NAS parameter transfer between target AMF and UE need to be aligned with N2-based handover.

The mapped 5G security context shall become the current 5G security context.

9.
The UE sends the Handoverf Complete message to the target gNB. This shall be ciphered and integrity protected by the keys in the current 5G security context.

10.
The target gNB notifies the target AMF with a Handoff Notify message.

If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G-GUTI as an additional GUTI in the Registration Request following the handover procedure. The AMF shall retrieve the native security context using the 5G-GUTI. The AMF may activate the native KAMF by performing a NAS SMC procedure.

********** change 3 **********
8.5.2
Procedure
NOTE:
This procedure is based on clause 4.11.1.3.2 in TS 23.502 [8] and only includes steps and descriptions that are relevant to security.
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Figure 8.5.2-1: Idle mode mobility from 5G to 4G

1.
The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped 4G-GUTI derived from the 5G-GUTI and its EPS security capabilities. The mapped 4G-GUTI contains the information of the AMF that has the latest UE context in the 5G network.

The UE integrity protects the TAU Request message (NAS-MAC) using the current 5G NAS context identified by the 5G-GUTI used to derive the mapped 4G-GUTI. The corresponding NG-KSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.

2.
Upon receipt of the TAU Request, the MME obtains the AMF address from the mapped 4G-GUTI value.

3.
The MME forwards the complete TAU Request message including the eKSI, NAS-MAC and mapped 4G-GUTI in the Context Request message. 

4.
The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message.

5.
If the verification is successful, the AMF shall derive a mapped EPS NAS security context as described in clause 8.6.1.  

The AMF shall include the mapped EPS NAS security context in the Context Response message it sends to the MME. The AMF shall never transfer 5G security parameters to an entity outside the 5G system.

6.
The UE shall derive a mapped EPS NAS security context as described in clause 8.6.1. The UE shall select the EPS algorithms using the ones received in an earlier NAS SMC from the AMF as described in clause 6.7.2.
7.
The MME completes the procedure with a TAU Accept message.

********** change 4 **********
8.6.2
Mapping of an EPS security context to a 5G security context

The derivation of a mapped 5G security context from an EPS security is done as described below.

-
The K'AMF key, taken as the KAMF, shall be derived from the KASME using the current NAS Uplink COUNT in idle mode mobility or the NAS Downlink COUNT value in handovers as described in clause A.15. 

Editor's Note: It is FFS whether KAMF derivation can use NH value as a freshness parameter instead of the NAS Downlink COUNT in handover. If NH is used as a freshness parameter, clause A.15 needs to be updated accordingly.

-
The ngKSI for the newly derived KAMF key shall be defined such as the value field is taken from the eKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target AMF initiates a NAS SMC to select other algorithms as described in 6.7.1.

*****END OF CHANGES
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