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Decision/action requested

Endorse proposals below.
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Rationale

3.1
Summary
According to current agreements, SA3 is developing an application layer solution (Solution #2 in [1]) for protection of the interconnect (N32). However, even a minimal version of the desired application layer solution would be rather complex. This contribution proposes to instead specify a simple Rel-15 solution. SA3 could then aim for Rel-16 with the application layer solution and perform a proper study in the Rel-16 timeframe. 
A concrete proposal for a simple Rel-15 solution is TLS with null-encryption between SEPPs. This solution would provide endpoint authentication and SEPP-SEPP integrity protection, but still allow IPX providers to inspect the messages. 
Secure migration from Rel-15 to Rel-16 can then be done using the security capability negotiation mechanism specified in clause 13.5 of TS 33.501. 
3.2
Standardization timeline aspects of the application layer solution

The current agreement in SA3 for protection of the interconnect (N32) is an application layer solution that integrity protects the whole HTTP message (which carries the signalling message between two NFs) and confidentiality protects selected elements of the message, for example authentication vectors. The aim is to not confidentiality protect the whole message, in order to cater for requirements of IPX providers, e.g. as described in [2]. 

Due to the complexity of the desired application layer solution, there is a high risk that SA3 will not be able to design an adequate application layer solution in time for Rel-15. In the discussion in SA3 so far, the following features have been identified that would need to be present even in a minimal version of the application layer solution: Distribution of root certificates (details out of 3GPP scope), derivation of session keys, rewriting of the HTTP message into JSON objects, protection of the JSON objects, cipher suite negotiation, possibly also some kind of policies to cater for services introduced later. Some of these aspects would need considerably more study, for example the actual protection of the JSON objects. 
3.3 General Rel-15 proposal

With the background of the risks elaborated in the previous clause, it seems important to look for a simple Rel-15 solution. The idea is that this solution should still provide considerably better security than the "no end-to-end security at all" alternative. In more detail, the following factors have to be taken into account:
1. Security features, compared to "no end-to-end security between SEPPs at all",
2. Deployment effort, should be adequate for security level of the solution,
3. Takes into account requirements from IPX providers and GSMA FASG DESS, as e.g. provided in [2].
It may not be possible to design a simple solution that satisfies all three requirements perfectly. Instead, the success of the solution will depend on providing a good balance between the three competing requirements.

With such a simple Rel-15 in place, SA3 could then aim for Rel-16 with the application layer solution and perform a proper study in the Rel-16 timeframe, instead of rushing into a Rel-15 application layer solution.
3.4 Concrete Rel-15 proposal 
A concrete proposal for a simple Rel-15 solution could be TLS with null-encryption between SEPPs. This TLS tunnel can run on top of other hop-by-hop TLS tunnels (SEPP-IPX, IPX-IPX and IPX-SEPP), as illustrated below. Alternatively, the hop-by-hop tunnels could also use NDS/IP. 
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Security  aspects: TLS with null-encryption would provide SEPP-SEPP integrity protection and source authentication.  Confidentiality protection of sensitive data, e.g. AVs, would rely on the hop-by-hop security between entities. Summarizing, the combination of 

-
TLS with null-encryption between SEPPs and

-
hop-by-hop security SEPP-IPX, IPX-IPX and IPX-SEPP

would provide a considerable improvement compared to legacy deployments, which typically provide only hop-by-hop protection.
Deployment effort: Roaming partners would need to exchange root certificates. Apart from that, the solution would be comparatively easy to deploy, as TLS already is mandatory to implement for network functions. Furthermore, TLS is already used for SEPP-SEPP security capability negotiation mechanism specified in clause 13.5 of TS 33.501.

IPX provider and GSMA FASG DESS requirements: TLS with null-encryption takes some of the IPX provider and GSMA FASG DESS requirements into account, because IPX providers will be able to read the messages sent on the interconnect. They will not be able to modify messageswithout failing the integrity check at the receiving SEPP. However, it has already been agreed in SA3 (Task 3 in clause 4.1.1 of the living document [1]) that the Rel-15 solution would integrity protect all message elements between SEPPs.
One issue with TLS with null-encryption should be mentioned, however: TLS 1.3 does not include a null-encryption algorithm. Hence TLS with null-encryption can not be a long-term solution, but only a provisional one as long as using TLS 1.2 is deemed sufficiently secure. 
4
Detailed proposal

Proposal1: Study TLS with null encryption between SEPPs as Rel-15 solution for N32 security.
Proposal 2: Postpone the study and design of the application layer solution to Rel-16.
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