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Abstract of the contribution: We add some further evaluation points on solution #1, assessing its effectiveness against the risk of UNKNOWN compromise of the long term key. (This risk is spelled out in our contribution S3-181273.)
1. Introduction

Our contribution S3-181273 points out that long term key leakage may not be detected, if the attacker uses it only for passive eavesdropping attacks.  There is thus benefit in reducing the risk of leakage happening in the first place – not only in being able to update the key when it is known to have leaked.
This contribution adds some evaluation of solution #1 reflecting this important point.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
9.1.3.2
Key Issues

This solution allows the long term keys to be changed as part of a secure profile change process but this requires solution user interaction to download / activate the new profile so it is not purely in the control of the home network operator.

Batch updates (Key issue 2) can only be achieved by multiple single updates and in this case this requires messaging to the end user to enable to change.

Replacing the Profile on an eUICC addresses the reactive requirements (see section 8.y) - it is effective as a response to (known or suspected) key leakage.  When we consider the pre-emptive requirements, however - i.e. reducing the risk of key leakage - it seems that a long term key delivered in an eUICC Profile is no more or less likely to leak than a long term key installed in a traditional USIM.  The possible ways in which a long term key might leak (items a-g listed in section 4) apply to a similar extent (with the focus being on the subscription manager rather than the SIM vendor, where relevant). 
Thus, while this solution addresses aspects of key issues #1 and #2, it is not very effective against key issue #4.
[…]
9.1.3.8
Conclusion
This solution is a viable solution for consumer eSIM based USIMs.  However, the update requires user interaction and the user is likely to lose data as the old USIM is replaced completely by a new USIM.

Because of its user interaction aspect, this solution is not a practical solution for the pre-emptive requirements (KI#4).
This solution requires all USIMs to be on consumer eSIMs.

This solution is not suitable for M2M use cases.

~ ~ ~ End of first text proposal ~ ~ ~
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