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1
Decision/action requested

It is proposed to approve the updates given in this pCR.
2
References

[1] TS 23.222 V15.0.0 (2018-01)

[2] TS 33.122 V0.1.0 (2018-01) 

3
Rationale

The TS 33.122 [2] subclause 5.2.2.3 describes the CAPIF-2e interface authentication and protection using Access token. The procedure as described does not have any binding between the authentication and the access token generation which can lead to security issues such as replay attack. Therefore the pCR proposes the following changes to TS 33.122 [2] subclause 5.2.2.3. 
4
Detailed proposal

***** Start of Change *****
5.2.2.3
Method 3 – Token Based authorization

This method details establishment of secure channel over CAPIF-1e, CAPIF-2e reference points, and use OAuth 2.0 [4] token based mechanism to authorize and honour API invoker’s API invocations to API exposing function. Figure 5.2.2.3-1 details security information flows between API invoker, CAPIF core function and API exposing function. 

As per OAuth 2.0 [4], CAPIF core function shall perform the functionalities of Authorization and token protocol endpoints, API invoker shall perform resource owner, Client and redirection endpoints functionalities, and API exposing function shall perform resource server function. API invoker client (Client endpoint) shall be registered as confidential client type, authorization grant type as client credentials, access token is bearer type (RFC 6750 [5]) and based on JWT (JSON web token). 
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Figure 5.2.2.3-1: CAPIF-2e interface authentication and protection using Access Tokens
1. CAPIF-1e authentication and secure session established as specified in clause 5.1.1 of this specification is performed. 

2. After successful establishment of TLS session over CAPIF-1e, to invoke service API, API invoker shall request CAPIF core function for access token grant as per OAuth 2.0 [4] specification. 

3. CAPIF core function shall verify grant request from API invoker as per OAuth 2.0 [4] specification.

4. Post successful access token grant request verification by CAPIF core function, it shall generate an Access Token for API invoker using the onboard token and any key shared during the successful CAPIF-1e authentication in step 1. The detail of the onboarding procedure and onboard token generation is described in subclause x.x of the present document. The access token shall be encoded as a JSON Web Token as specified in IETF RFC 7519 [6].  The access token shall include the JSON web digital signature profile as specified in IETF RFC 7515 [7]. CAPIF core function shall share the generated access token with API invoker.  

5. On CAPIF-2e, API invoker shall establish TLS session with API exposing function based on server (AEF) side certificate authentication. 

6. On CAPIF-2e, API invoker shall invoke 3GPP northbound API to API exposing function. Access token received from CAPIF core shall be sent along with API invocation request as per OAuth 2.0 [4].

7. API exposing function shall validate the access token as per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7]. If validation is successful, AEF shall verify API invoker’s Northbound API invocation request against the authorization claims in access token.

8. After successful verification of access token and authorization claims of API invoker, the requested API shall be invoked and appropriate result of API invocation is sent as response to API invoker.

***** End of Change *****
