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1
Decision/action requested

This contribution provides discussion on the freshness parameter for KAMF derivation in EPS to 5GS mobility.
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3
Rationale

In the last meeting, Qualcomm proposed to use NH value as a freshness parameter for key derivation in EPS to 5GS handover, based on the following observation [1]. 
When an MME performs a handover procedure, the MME always derives a new {NH, NCC} pair. Therefore, NH freshness is guaranteed even in a subsequent handover after a handover failure. Whereas, the downlink NAS COUNT remains unchanged if handover fails, which would potentially lead to sending the same keys to different network functions, e.g., to different AMFs and corresponding gNBs if the downlink NAS COUNT as a freshness parameter. This may not be a huge issue since those two different AMFs would get the same KASME in any case and hence are able to derive any keys related to the KASME. However, it may not be desirable to allow two different gNBs would get the same key from security point of view. For example, a gNB who is potentially malicious and rejected handover request possesses the key that may be used by another gNB. This case does not happen if NH is used as a freshness parameter in deriving K’AMF. 
The decision was postponed as further analysis was required by other companies. We believe the above analysis is still valid and therefore, propose to use NH as a freshness parameter for deriving K’AMF in handover from EPS to 5GS.
In idle mode mobility from EPS to 5GS, K’AMF derivation uses the uplink NAS COUNT in the embedded TAU Request in the Registration Request sent by the UE (namely the uplink NAS COUNT of the EPS security context) as a freshness parameter because the uplink NAS COUNT is always fresh. This needs to be clarified in clause 8.6.2.
4
Detailed proposal

It is proposed to endorse the proposals discussed in this contribution and update the KAMF derivation for EPS to 5GS mobility in TS 33.501 based on the companion contribution S3-181328.
